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The Legal Framework for e-Research Project:
http://www.e-research.law.qut.edu.au/

The Legal Framework for e-Research Project led by BsofeBrian Fitzgerald at
Queensland University of Technology (QUT) and funded by Dlepartment of
Education, Employment and Workplace relations (DEEWRgxamining ways in
which the legal framework can be made as dynamic andtigéeas the advancing
technology. By investigating issues such as contractaaleiworks, data ownership,
access and reuse, IP licensing, privacy and liability Ltbgal Framework for e-
Research Project will analyse the role of the lavthie e-Research environment and
make proposals for a more effective legal framework tan better enable the
adoption of e-Research methods.

The OAK Law Project:
http://www.oaklaw.qut.edu.au/

The Open Access to Knowledge (OAK) Law Project is parthef Queensland

University of Technology Faculty of Law and is funded egeaives funding from the

Australian Federal Government Department of EducaSaience and Training (now
DEEWR). The OAK Law Project seeks to promote stratefpr the management of
copyright in order to facilitate optimal access to aesh output, particularly publicly

funded research.

Publications:

The Legal Framework for e-Research Project and the Q&M Project have
produced a range of publications which are available on ¢éigallFramework for e-
Research Project website (http://www.e-researchgatredu.ay and the OAK Law
Project website_(http://www.oaklaw.qut.edy.aacluding:

» The OAK Law Project ReporiCreating a Legal Framework for Copyright
Management of Open Access within the Australian Academic and Research
Sector;

« The OAK Law Project and The Legal Framework for e-Retedroject
Report: Building the Infrastructure for Data Access and Reuse in
Collaborative Research: An Analysis of the Legal Context

* The Legal Framework for e-Research Project Rephegal and Project Issues
in Collaboration and e-Research: Survey Resualtsl

 The OAK Law Project ReportSurvey on Academic Authorship, Publishing
Agreements and Open Access.



This guide is based on the recommendations made in chHptef Building the
Infrastructure for Data Access and Reuse in Collaborative Researci&nalysis of
the Legal Context(2007), Dr Anne Fitzgerald and Kylie Pappalardo (with the
assistance of Professor Brian Fitzgerald, Anthony Auddr John Abbott, Brendan
Cosman, Damien O'Brien and Bill Singleton), an OAKwL&roject and Legal
Framework for e-Research Project joint publication lakde online at
http://www.oaklaw.qut.edu.au/node/38d
http://www.e-research.law.qut.edu.au/node/14
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1. Introduction

Researchers are increasingly involved in data-intensiveanaseprojects that cut
across geographic and disciplinary borderQuality research now often involves
virtual communities of researchers participating in lasgale web-based
collaborations, opening their early-stage research & rdsearch community to
encourage broader participation and accelerate disesvefihe result of such large-
scale collaborations has been the production of eveeastng amounts of data. In
short, we are in the midst of a data deltige.

Accompanying these developments has been a growing recogisit if the benefits

of enhanced access to research are to be realisetl, be necessary to develop the
systems and services that enable data to be managedcaret$dt is now apparent

that to achieve seamless access to data it is necesdaoyly to adopt appropriate
technical standards, practices and architecture, but @aldevelop legal frameworks
that facilitate access to and use of research®data.

The collection, management and use of research datiasoioca legal context. Quite
simply, data is surrounded by l&wFor example, arrangements between a researcher
and other researchers, research institutions or fundodies may be set out in a
contract negotiated by project participants. Data compiiatmay attract copyright
protection and data may also be subject to confident@aliprivacy obligations.

In 2007, QUT'’s Legal Framework for e-Research Prdjpablished the report,egal
and project agreement issues in collaboration and e-Research: SurveysResult
documenting the findings of a survey of Australian participain collaborative

! International Council for Science (ICSWcientific Data and Information: A report of the CSPR
Assessment Pang€P004) 7; see also Dr Anne Fitzgerald and Kylie PappalaBiolding the
Infrastructure for Data Access and Reuse in Collaborative RelseArc Analysis of the Legal Context
(2007) p6, OAK Law Project <http://www.oaklaw.qut.edu.au/repothereinafter A Fitzgerald and K
PappalardoBuilding the Infrastructurg2007)) and Professor Anne Fitzgerald, Kylie Pappalardo and
Anthony Austin, “Understanding the Legal Implications dit® Sharing, Access and Reuse in the
Australian Research Landscape” in B Fitzgerald (edpal Framework for eResearch: Realising the
Potential (2008) Sydney University Press (hereinafter A Fitzger&dPappalardo and A Austin,
“Understanding the Legal Implications” (2008)).

2 A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p6 and A Fitzgerald, K Pappalardo
and A Austin, “Understanding the Legal Implications0@3).

%In an interview with Richard Poynder, Tony Hey said,e’\Ate going to be deluged with data in
almost every field: Richard Poynder, Interview with ToHgy ‘A Conversation with Microsoft’s
Tony Hey’ Open and Shut? (Blog, 12 December 2006)
<http://poynder.blogspot.com/2006/12/conversation-with-mictegohy-hey.html> at 5 May 2008.

* A Fitzgerald and K Pappalard®uilding the Infrastructure(2007) pp6-7 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).

® A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p9 and A Fitzgerald, K Pappalardo
and A Austin, “Understanding the Legal Implications0@3).

® A Fitzgerald and K Pappalard®uilding the Infrastructure(2007) p263 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).

’ See <http://www.e-research.law.qut.edu.au>.

8 Maree Heffernan and Nikki David,egal and project agreement issues in collaboration and e-
Research: Survey Resu(®007) Legal Framework for e-Research Project, Queenslainerdity of
Technology (QUT) <http://ww.e-research.law.qut.edu.au/>efhafter M Heffernan and N David
(2007)).



research. The survey, conducted online in May 2007, foundrihay researchers
consider legal agreements to be an impediment to timeslgarch and often begin
working on collaborative research projects before agessnabout data ownership
and other legal interests are finalisedThe survey highlighted the need for simple
and easy-to-use resources to assist researchers inintatagr legal rights in data
and e-Research, particularly where they are involvedcallaborative research
projects. Similarly, scoping study interviews conductedOxford University in
2008 showed that one of the top demands from Oxford reszansfas for:

[a]dvice on practical issues related to managing datassctheir life cycle...[including]
assistance in producing a data management/sharing plan...

This guide has been produced to meet the demand uncovered@Uihand other
surveys for resources to assist researchers withrdateagement. It is designed to
help researchers and database managers understand thearidgananagement
guestions that arise in relation to research data, asich

* How are ownership interests in data determined and altZzate

* |s the data to be made available for access by thecpardi, if so, on what
basis?

* Will sharing and reuse of data be permitted?

* What legal restraints apply to the data?

This guide explains the principal areas of law that ratevant to the collection,
management and use of research data, in particular:

e copyright;
¢ moral rights;
* patents;

e confidentiality;
e contract; and
* privacy.

However, it is not enough for researchers and databasagers to simply be aware
of the laws applying to the data they produce. Data mustbalroperly managed.
Failure to establish legal protocols for data managemetikalty to diminish the
potential for valuable research outputs to be made dlaifar access, sharing and
reuse within the research commuriity.

Researchers and database managers can more effecti@agge their legal rights,
interests and obligations in relation to research datey develop or adopt a “data
sharing infrastructure”.

® M Heffernan and N David (2007), p38 and p62.

19 Luis Martinez-Uribe, Digital Repositories Researclo-ddinator, Oxford e-Research Centre,
Findings of the Scoping Study Interviews and the Research Data MasratgérarkshogJuly 2008)
p2 <http://www.ict.ox.ac.uk/odit/projects/digitalrepositorglings.xml?style=screen>.

A Fitzgerald and K Pappalard@uilding the Infrastructure(2007) p263 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).



This guide describes a data sharing infrastructure consistinghree main
components:

e Data management policies and principlesA data management policy
contains high-level statements about how data generatednaplied by
the research project is to be made available for aced use. It may also
contain principles which expand on the high-level policyestents and
explain how they are to be appli&d.

e Data management plans:A data management plan (DMP) addresses
how data is collected, stored, managed and disseminated. dtso
concerned with data ownership and the legal controls woding data.
The DMP focuses on practical measures rather than ngnakroad
statements of policy or principle. It also addressesieis such as
expenditure and technical measures to ensure sustainadfilijata™®
Model intellectual property provisions for inclusion irbdP are set out
in Appendix B.

e Data management toolkits: A data management toolkit (DMT) is a
document designed for use by researchers, which provides cptacti
guidelines on implementing the DMP. A DMT can assmtividual
researchers in ascertaining their role and respongBilin a research
project and in understanding how the research databe wealt with. A
DMT can inform researchers about who is able to actiesresearch data
and the extent to which it can be reused. It canadstst researchers in
determining their obligations, both legal and otherwisereiation to the
research datd. A Model Data Management Toolkit is set out in
Appendix C.

12 A Fitzgerald and K Pappalard®uilding the Infrastructure(2007) p240 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).

13 A Fitzgerald and K PappalardBuilding the Infrastructurg2007) pp247-56 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).

14 A Fitzgerald, K Pappalardo and A Austin, “UnderstandirgLegal Implications” (2008).






2. Copyright

Where research data is protected by copyright, whetighow that data can be used
by others is largely determined by the copyright owner.r8fbee, a practical
understanding of how copyright law applies is of centraportance to the
management of research d&tahis section provides an overview of copyright law as
it relates to data and e-Research and explains how ighpwffects the ownership
and use of research data. It is intended to addresscfaime misunderstandings and
confusion about copyright law that have been demonstiatedent surveys.

2.1 Overview

A general principle of copyright law is that copyrigtotects the material form in
which ideas, information or facts are expressed and nati¢las, information or facts
themselves. It follows under this general principle tagpyright does not protect raw
data. However, in Australia, copyright law may opertd protect compilations of
data, such as datasets or databases, provided that thigatiompneets the originality
threshold required by law (s¢2.3] below). Under theCopyright Act 196§ Cth),
which is the law governing copyright in Australia, a caatpn is protected as a
literary work!®

Compiled data is not always simply raw data — a compilanay also include written
materials, reports, diagrams, tables and graphs. Thess imay be protected by
copyright as independent works (for example, a writeggort will be protected in its
own right as a literary work). An important distirati lies between copyright in
discrete data items and copyright in a database aso&ew In the latter, copyright
serves to protect therrangementof the collected components. Copyright interests
may co-exist independently in components contained witiendatabase and in the
database itself, and may be owned by different pdrties.

The owner of copyright in a database, dataset or wdygpécable, a discreet item of
data has rights over how that database, datasetaisdased, copied and shared. If it
is intended that the data generated by a research prejaxtbe openly shared and
reused, it would be wise to formulate plans and politias properly define, allocate

and manage copyright interests in the data and database.

The following section explains the operation of cogigtilaw in relation to research
data, in particular:

what copyright is and what it protects;

who owns copyright;

how copyright owners can control the use of theiramnal, and

how copyright licences (including open content licexyogan be used to

15 See, for example, Margaret Henty, “Developing theabiity and Skills to Support eResearch”,
Ariadne,Issue 55, April 2008 <http://www.ariadne.ac.uk/issue55/henty/>

16 Copyright Act 1968Cth) s10(1).

" A Fitzgerald and K Pappalard®uilding the Infrastructure(2007) p137 and A Fitzgerald, K
Pappalardo and A Austin, “Understanding the Legal Implinatig2008).



provide access to copyright materials.

Other legal interests are discussed further belo$eiction 3 — Other legal aspects of
data management

2.2 What is copyright?

Copyright is a set (or “bundle”) of legal rights thstach to an original work when it
is created. These rights permit the owner of cofyrig control the doing of certain
acts in relation to their material (such as making esf it) and to prevent others
from using the material without their permission. Thétsgof a copyright owner are
referred to as “exclusive rights” because they enaldectpyright owner to exclude
others from engaging in the same acts in relation tcdpgright material.

Copyright is a property right which can be owned by irdlrals, organisations and
governments. It can be sold or licensed in the sametheyther forms of property
can be.

The exclusive rights of copyright owners are explained2id] below. However,
before considering the nature of the exclusive righis,iihportant to determine:

e What is the work to which the exclusive rights attact&ee[2.3] below;
and

e Who is the copyright owner holding the exclusive tgfh— Sed2.4]
below.

2.3 What does copyright protect?

Copyright protects a very wide range of materials ifed#nt formats, including:

tables;

compilations of data;
datasets;
databases;

written materials (“literary works”) such as reporé&counts, documented
observations etc;

photographs and other pictures (“artistic works”);
sound recordings; and

® video and multimedia works.

For the purposes of copyright law, an original datasetdatabase may be a
compilation which comes within the category of literavgrks protected under the
Copyright Act 1968Cth).



Copyright only protects works that display the requikgtes| of originality under law.
In the 2002 caseDesktop Marketing v Telsty& the court considered the issue of
whether a compilation is sufficiently original to raitt copyright protection. The
guestion for the court was whether Telstra held copyrig their White Pages and
Yellow Pages directories, which are essentially agitation of names, addresses and
phone numbers listed alphabetically. In a landmark juagntée court held that
Telstra did own copyright in their compilations, they establishing that the
originality threshold for copyright protection is lowThe court held that copyright
can be claimed in a compilation that:

1. has been produced as a result of the exercise of skidgment or
knowledge in the selection, presentation or arrangentfetiteomaterials;
or

2. has required the investment of a substantial amount ofitadr expense to
generate or collect the material included in the caaipih (the so-called
“sweat of the brow” approacfyj.

Telstra, in undertaking substantial labour and incurrimgstantial expense, had met
the originality threshold in compiling the Yellow Pagasd White Pages directories,
notwithstanding that there may have been minimalll@d®ial input or creativity
involved in the selection and arrangement of the méteria

While there is no copyright in information in itself,data has been compiled into a
dataset or database in the ways described iD#s&top Marketing v Telstrease, the
compilation is a form of literary work that can befected by copyright.

Copyright protects data which has been:

® compiled into a dataset or a database;
® organised, analysed and imbued with meaning; or
® collected through expenditure of effort and/or money.

2.4 Who owns copyright?

The basic principle of copyright ownership is that t@naethor or creator of the
copyright material is the first owner of copyright.n the case of databases and
datasets, the author will usually be the person(s)eisocompiled the information.

Data may be compiled for an organisation or institubgrits employees. If the work
has been performed in the ordinary course of an empldes#es, then generally the
employing institution will own copyright in the worktreer than the employee. If the
employing institution is a government department or ageheygovernment (which
may be the Commonwealth Government or a State otdmgrGovernment) will own
copyright.

'8 Desktop Marketing Systems Pty Ltd v Telstra Corporatiofi2@2] FCAFC 112.
19 Desktop Marketing Systems Pty Ltd v Telstra Corporatiofi20@2] FCAFC 112, [409].



These basic ownership rules apply unless there is aremgnt (contract) to the
contrary between the employer and employee, under wdaplright is to belong to

the employee or some other party (for example, anailganisation that has paid for
research to be carried out).

Copyright ownership for materials created or compil ed by employees

Generally an employer owns copyright in materiaé tire created or compiled by
their employee in the ordinary course of the emplayéeties and in pursuance pf
the terms of employment.

This basic rule of ownership can be changed by the te&iman agreement
between the employer and employee which grants copyadgimership to the
employee or some other party (such as a researcmfyndganisation).

Factors that may be relevant to whether materiedscaeated or compiled “in
pursuance of the terms of employment” are:

® whether the employee was engaged to perform the taskethats in
the materials being created;

® whether the employee creates the materials withutitkerstanding and
intention that the employer will own copyright; and

® whether the materials were created or compiled duringethgloyee’s
usual work hours (or by contrast, in the employee’s oma)t

Where the author or creator of the copyright matasican independent contractor
rather than an employee, the independent contractergky owns copyright in any
materials that they create or compile under the eshfor services. Again, this basic
rule can be - and often is - varied by the terms of ¢batract between the
independent contractor and the contracting institution that

e state that any copyright material created or compiedhe independent
contractor will be owned by the contracting institution; o
e require copyright to be assigned to the institution.



Copyright ownership for materials created or compil ed by an
independent contractor

Copyright in materials created or compiled by an indepeindentractor under a
contract for services is owned by the independent cdotracnless there is a
written agreement to the contrary between the patyg Wwas commissioned the
material to be produced and the independent contractor.

However, even where copyright in the material produceder the contrac
belongs to the independent contractor, it will oftenplossible to imply a licenc
so that the party who has commissioned the materiabeable to use it for the
purpose for which it was commissioned.

B—p—+

2.4.1 How can you tell whether someone is an employ ee or an
independent contractor?

It is sometimes unclear whether a person is an gr@plor an independent contractor.
Generally, an employee is someone who is working uadentract of servicefor
an employer. An independent contractor is someoneisviiogaged underaontract
for servicesand is in business on their own account.

When ascertaining whether a person is an employeedep@mndent contractor, it is
important to consider the totality of the relationshipwesn that person and the
person or institution that is employing or contractingnh One relevant factor is
whether or not there is a right of control by thepdoger over the employee’s manner
of doing the work.

Other factors that may indicate the existence ofrdraot of service for an employee
are:

a regular salary;

holiday leave;

PAYE tax deductions;

the provision of equipment and resources; and
the provision of an office space.

Factors that may indicate a contract for servicesfoindependent contractor are:

the person is engaged to carry out a specific task;

the person is paid a lump sum;

the person is not required to give their services exclusiesig

the person has autonomy as to how and when the wpékfrsrmed.



Important note: A research organisation and any person or organisatidn|tha
provides data to a research organisation should haveednieto appropriat€
arrangements for data ownership with their employees camtractors prior tg
depositing the data into a repository.

Diagram 1: Relationships Between the Parties

Supplies Deposits
data data Research
Research Institution Data
organisation — > > | Repository
data collector
Agreement on Agreement on
data ownership data ownership
Employees Employees

It is important to be aware that there may be otbetractual arrangements affecting
ownership of copyright in research data. For exanmgateprganisation that provides
funding for a research project may, as a conditiofuinding, do so on the basis that it
will own intellectual property rights (including copyrighn the data generated by the
project. In this case, the funding agreement will usuadligtain clauses addressing
the question of copyright ownership of the data producetidpioject.

Important note: A research organisation should carefully check all i@mt$ with
other parties, including research funding agreements, totascevhether these
contracts affect copyright ownership in research datated or compiled by th
research organisation.

11°)

2.5 What are the rights of copyright owners?

Copyright confers on the copyright owner the exclugik@prietary right to do a range
of acts in relation to the protected work. The copyrigirher also has the exclusive
right to authorise the doing of any of those acts byesoma else, whether by sale
(assignment) or by licenc@.

20 A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p141.

10



The economic rights of a copyright owner of a bt dramatic or musical work are
the rights to:

reproduce the work in a material form;

publish the work;

perform the work;

communicate the work to the public;

make an adaptation of the work (for example, a tréinslg and

control rental of the work, where the work is a garter program or is
reproduced in a sound recordifig.

For artistic works, the exclusive rights are the rgtat

e reproduce the work in a material form;
e publish the work; and
e communicate the work to the pubff.

The right to communicate to the public is an importaightr in the online
environment. “Communicate” is defined to mean:

Make available online or electronically transmit @flier over a path, or a combination of
paths, provided by a material substance or otherwis@ylaor other subject mattéf.

Making a database available online or through a computemrictie an exercise of
the copyright owner’s right to communicate the databaske public*

2.6  Making data available in a repository — how is copyright relevant?

Research data can be made openly accessible to the fubligh an open access
digital repository (referred to in this guide as ‘“reskbardata repository” or
“repository”).

Uploading data into the repository and making it avadlabhline to users is an
exercise of two of the copyright owner’s exclusivehtsy

e the right toreproduce the work (the act of “copying” the data into the
repository); and

e the right to communicate the work to the public (making the data
available to users online).

Permission (a licence) from the copyright ownereguired before these rights can be

2L Copyright Act 196§Cth) s31(1).
22 Copyright Act 196§Cth) s31(1).
2 Copyright Act 196§Cth) s10(1).
24 A Fitzgerald and K PappalardBuilding the Infrastructurg¢2007) p141.

11



exercised by a person other than the copyright o?Wner.

An organisation that is hosting a research data repgsihay require depositors to
enter into a Repository Deposit Licence (RDL). ThelR@quires depositors to
declare that they are the copyright owner or havengsion from the copyright
owner to deposit the data. The RDL also requiresdépositor to grant a licence to
the hosting organisation to allow the organisation too@yece the data and make it
available online for users to access. For example, Abstralian National
University’s (ANU) institutional repository (called “Dermieis”) has a RDL that can
be used by depositors to give the repository permissistote and maintain the data,
whilst leaving ownership of the data with the researéheA Sample Repository
Deposit Licence is included #ppendix A.

Users may access and view any data that is made agadalihe in a research data
repository. However, the permission of the copyrghher is required if users are to
be granted any further rights to reuse the data. An opetent licence, which gives
permission in advance to the world at large, is an idegl for a copyright owner to
provide permission to users to reuse the data openly. Opédantditensing is
explained further below §2.7.2].

At the time of depositing data into a repository, aaesher will usually be asked to
enter certain metadata about the data item. Metaddtdormation describing the
data item, and will usually include the name of the daen,itthe name of the
custodian organisation, a description of the data (e.ggrgpbic coverage, or
keywords or subject topics to describe the content) anthcobmformation for the
research project or custodians of the data. It is itaporfor researchers to enter
comprehensive and accurate metadata because this will éhabtiata item to be
found by users searching online. An example of the metadfatanation that may
be included when depositing a data item in a repository isdaed in the Model Data
Management Toolkit ippendix C.

2.7  Copyright licensing

A copyright licence is a grant of permission from gepyright owner that allows
someone else to exercise one or more of the exclugives of the copyright owner in
relation to the copyright material. A licence does not assign (transfer) ownership of
copyright to another person — it simply permits theraxercise certain rights.

Licences are relevant to data management becausesitoepor database manager is
unable to legally reproduce and make available any copypigitected research data
or datasets without a licence from the copyright esvnUsually, a copyright owner
will grant permission to a repository manager to allthese uses through a

% See section 2.6 below.

% The Australian National University (ANU) Informatidriteracy ProgramANU Data Management
Manual: Managing Digital Research Data at the Australian National Unitser¥ersion 1.0 (July
2008) pl8 <http://ilp.anu.edu.au/dm/ANU_DM_Manual_v1.0.pdf> (her@naftANU Data
Management Manug2008)). This Data Management Manual comprises theriakst for the new
course in Data Management Planning now being offered at ANtp:#ilp.anu.edu.au/dm/>.

2" For more on the exclusive rights of the copyright ewisee section 2.4.
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Repository Deposit Licence (RDL). RDLs are discussev@lat[2.6] and a Sample
RDL is included inAppendix A. Additionally, users accessing the data in the
repository will be unable to use or otherwise deal withdhta without the copyright
owner’s permission. A copyright owner will usuallyagt permission to end users
through an End User Licence (EUL). An EUL may take fiven of a standard
licence provided by the repository institution for the cagiyr owner to adopt, a
licence individually provided by the copyright owner or gomew content licence.
Open content licences are explained further beloj&.#t2].

Diagram 2: Copyright Licensing for Research Data

Deposits dati—
Repository
Copyright Deposit Licence Research Data
Owner ., Repository
Grants licence to \ .
userto access and Accesses dal in
reuse the data in the User repository - as

permitted by
End User
Licence

repository — End
User Licence

2.7.1 Types of copyright licences

A licence can be exclusive or non-exclusive. Unden@itusive licence, the licensee
(i.e. the recipient of the licence) is the only perseho can use the material in the
way or ways covered by the licence (even to the siafuof the copyright ownef¥.

A non-exclusive licence merely provides the right to eiser one or more of the
copyright owner’s rights in the work but not to the leston of the copyright owner
or other licenseeS.

A licence can be limited in terms of:

e the length of operation (for example, the licence mpant permission for
a one-time use only or it may grant permission to usenthterial for a
period of six months);

e the rights granted (for example, the licence may giaermmission to
exercise the right of reproduction only or it may grgermission to

8 professor Brian Fitzgerald et AK Law Project Report No. Creating a Legal Framework for
Copyright Management of Open Access within the Australian AcademliResearch Sect¢August
2006) p44, OAK Law Project <http://www.oaklaw.qut.edu.au> (heften B Fitzgerald et alDAK
Law Project Report No. (2006)).

29 B Fitzgerald et alDAK Law Project Report No.(2006) p44.
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exercise multiple rights);
e the geographical region in which the rights may be exeatcider
example, the licence may operate worldwide or onljwiAustralia); or
e the purposes for which the rights may be exercise (kamgle, the
licence may provide that it allows non-commercial uslky)o

A licence can be contractual or non-contractual. A reattial licence operates like a
standard contract — in exchange for permission to exetbis relevant rights, the
licensee agrees to do or give something in return (at this is called
“consideration”). A non-contractual licence is esgdiyt a bare permission to
exercise the rights granted. A copyright owner dahace restrictions on a non-
contractual licence, but the licensee is not contrgctm fulfill any additional
obligations®* There are also standard-form open content licetz@scan be adopted
by organisations or individuals, the most common of theseg Creative Commons
licences.

2.7.2 Open (content) licences

The emergence of open content licensing models has maaech simpler for
copyright owners to licence their material to a widege of people, especially where
it is distributed over the intern&t. Open content licensing involves making copyright
material available on liberal terms, to ensure that ieadily accessible and available
for reuse®* The last few years have seen an increasing appeetiatiopen content
licences to grant access to copyright-protected datactiohs in open collaborative
research projects.

A central feature of open licensing is that while cogyrig claimed in the material,

the copyright owner exercises their exclusive rigbtensure ready accessibility and
to permit reuse while still reserving some rights — notaiblg,right to be recognised

at the originator of the material. Open licences grigits to users to do acts that fall
within the scope of the copyright owner’s exclusivghts and do not impose further
obligations on the users of the copyright material.

Open licences will be useful for organisations that:
e own copyright in the research data or have been grantadad licence

by the copyright owner; and
e want to make research data openly accessible and avddaléise.

30 Kylie Pappalardolnderstanding Open Access in the Academic Environment: A Guideittoors
(2008) p22 (web version) OAK Law Project <http://www.odldjgt.edu.au> (hereinafter K
PappalarddJnderstanding Open Acce)08)).

3L A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p146.

32 A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p146.

3 A Fitzgerald and K PappalardBuilding the Infrastructure p148. See for exampl&NU Data
Management Manua(2008) pl8; Editorial, ‘Let data speak to data’ (2005) p&&8ure 531
<http://www.nature.com/nature/journal/v438/n7068/full/438531d*itnDon Tapscott and Anthony
Williams, ‘The New Science of Sharing’ (March  2007)BusinessWeek.com
<http://www.businessweek.com/innovate/content/mar2007/id20070302_2197@dhain=technology
_technology+index+page_more+of+today's+top+stories>; Ctiarlgvaelde and Mags McGinley,
‘Designing a licensing strategy for sharing and re-use e$ggtial data in the academic sector’ (2007)
GRADE <http://edina.ac.uk/projects/grade>.
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Open licensing to enable open access

Copyright comes into existence automatically, withaut aeed to register or comply
with other formalities. As soon as a dataset isted copyright attaches to the
dataset and the copyright owner has rights ovemitparticular, the copyright owner
has the exclusive rights to make copies of the datasst the dataset online and
produce other works that include a substantial part of theselta These rights are
exclusive in the sense that they give the copyrighteswhe right to exclude others
from doing those acts in relation to the copyright sleta

However, if other researchers wish to use a copymigitdset by doing any act that
falls within the scope of the copyright owner’s exchasiights (for example, to make
a copy of a substantial part of a dataset) they wilegaly need to obtain permission
from the copyright owner to do so. Where a copyrigivher wants to make their
data available on an open access basis, it is advisalkbgressly state the basis on
which the dataset can be accessed and used. Simply ingl@adataset online and
leaving potential users to guess as to whether or ngtahe permitted to use the
dataset and the terms on which it can be used, only leadsifusion and uncertainty.
Failure to clearly state the terms on which reseaatlasets can be reused makes it
less likely that they will in fact be reused, becausers may fear that they will be
subject to liability or penalties for infringing copyright.

By making data available through open licences, a copyomyher can facilitate open
access by giving express permission to the world at larged the dataset.

Benefits of open licensing

Open licences provide a broad permission to users to reeisiath or materials that

are subject to the licence. However, they alsowatlee copyright owner to retain

some control ovehow the data or materials may be reused. For exampla, if
copyright owner chooses to licence their materiadarna Creative Commons 2.5
Non-Commercial licence, users may only reuse the licensaerial for any purpose

that is not commercial. They must seek further peionsom the copyright owner

to use the material for a commercial purpose.

The Open Knowledge Foundation has described the benedifseaflicensing as:

e allowing others to circulate the licensed work freeld andely;

e not forcing others to seek permission every time thesh to use or
circulate a copy of the licensed material, which catirbe consuming;

e encouraging others to continuously add value to the work; and

e encouraging others to create new works based on oredefrom the
original work3*

3 Open Knowledge Foundation <http://www.opendefinition.org/gaideen=print> at 4 September
2007.
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The benefits of open access to research data areegeynised. Providing open
access to research data facilitates reuse of théoglatdner researchers, which:

® prevents duplicative research;
@ encourages innovation, collaboration and more advansedneh; and
® increases the wider benefits to the public of publiclydkohresearch.

Ways of open licensing

There are a number of standard-form open licences in Tikese include the GNU
Free Documentation License (GFDL) and the suite o&tire Commons licences.
Most open licences can be accessed online and can he attesthed to copyright
material.

The GFDL is a “copyleft” licence, meaning that any wadksived from the licensed
material must be made available under the same orasitiience®® The GFDL is
recommended “principally for works whose purpose is insisnor reference®  Its
most prominent user is Wikipedia.

Creative Commons licences can be applied to most cdpyngterials. The licences
consist of:

a legal code;

a short “human readable” summary of the legal code;

a digital code that can be understood by computers; and

a set of icons that can be recognised internationasdlyardless of
language.

Creative Commons licences are described in more dwtlaiv aff2.7.3].

3 For a more complete list and more information on ofmemtes, see:
<http://www.opendefinition.org/licenses#head-4712a6a96f10cc9d008b83d615f0fd0125el 734 5
September 2007.

3 For the full text of the GFDL, see <http://www.gnu.aagyleft/fdl.htm|> at 5 September 2007.

37 See <http://www.opendefinition.org/licenses#head-4712a6a38i008b83d615f0fd01c5d75a2¢>
at 5 September 2007.

3 See <www.wikipedia.org>.
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Important note: Any research group that intends to provide open accesséaroh datg

and outputs should display a copyright notice on itbsite or database or should attach a

copyright notice to its datasets.

The copyright notice should assert copyright and nahee copyright owner. Then,

licensing terms granting access and reuse rights tddtaecan be displayed together with
the copyright notice, in such a way that they can laergtood by all recipients of the data

Creative Commons licences, with their standard satais that are easily recognisal
worldwide, provide an excellent licensing framework fotadsharing.

2.7.3 Creative Commons licences

Creative Commons (CC) licences provide a way to give iseiom in advance to the
world at large to use a copyright material. The liceattaches to the copyright
material so that it moves with the copyright material copyright owner only needs
to give permission once, rather than having to respondnterous separate requests
from those seeking permission to use the material.

A CC licence gives users rights in relation to coglytimaterial, subject to certain

conditions as selected by the licensor. The rightergiare the rights to copy,

distribute, display and perform the work. Where onenore elements of a database
attracts copyright, a CC licence can be used to licehatecopyright to users.

For example, the CC licensing model is utilised by thevehsial Protein Resource
(UniProt), a comprehensive resource for protein sequence aondatdon data and a
collaboration between the European Bioinformaticsitunst (EBI), the Swiss Institute
of Bioinformatics (SIB) and the Protein Information Bese (EBI)*® UniProt has
chosen to apply the Creative Commons Attribution-NoiR¢ives (BY-ND) licence
to all copyrightable parts of its databa&es.

The conditions that may be imposed in a Creative Comsniicence are:
e Attribution (BY) — this applies to every Creative Commons licensed
work and means that whenever the work is copied or rdmistd the
author/creator must be reasonably credited;

e Non-Commercial (NC) — the work can be used for non-commercial
purposes only;

e No Derivatives (ND) — only exact copies of the work (not derivative
works based on the original work) can be made, displaystlibdted and
performed; and

e Share-Alike (SA) — users may distribute derivative works, but only under

39 +About UniProt’ <http://beta.uniprot.org/help/about> at/Rgril 2008.
“0 License & disclaimekhttp://beta.uniprot.org/help/license> at 22 April 2008.
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a licence identical to the one that governs the aalgiork.

These conditions may be combined in multiple differesatys. For example, a
copyright owner may wish to licence their copyrighaterial under an Attribution-
Share-Alike (BY-SA) licence, which allows others teeuke material as long as they
credit the creator of the material and they liceaog derivative material that they
create under the same type of licence. The only dondithat are incompatible and
may not feature in the same licence are the No Devasiind Share-Alike ternis.

Import ant note: The Creative Commons 2.5 Attribution licence may be most
practical of the Creative Commons licences for redearganisations as it is
generally considered the most “open” of all the Creafieenmons licences.

*1 For more information about Creative Commons licensee <http://www.creativecommons.org.au>
and <http://www.creativecommons.org>.
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3. Other legal aspects of data management

Quite apart from copyright there is a myriad of legghts relevant to the question of
whether - and how - open access can be provided torcasgata. Not every legal
right will apply in every case, but it is important tmderstand how these rights
operate and whether, in any particular case, they w#icathe level of access that
can be provided to the research data.

This section considers the other legal aspects of datageanent, including:

moral rights;
confidential information;
contracts;

privacy; and

patents.

This section provides a brief overview of the relevamstaa of law that may affect
how research data is collected, compiled, managed and awadable for access and
reuse. Where applicable, this guide also offers practoghestions about how
researchers, research projects and repository managedeal with these legal rights
to enable proper management of and provide wide access &oclesata.

Diagram 3: Legal Rights in Data

Copyright Contract
Moral T
DATA \ Patents
Privacy
Confidential Internal
Information Guidelines
and Policies
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3.1  Moral rights

In addition to copyright, a person who has created agipymaterials (including data
compilations as literary works) will have moral righin their work. Again, these
rights come into existence automatically upon the @eaif the material.

There are three primary moral rights:

e the right to haveuthorship attributed to the work;

e the rightnot to have the work falsely attributed and

e the right ofintegrity of authorship, which is the right not to have the
work treated in a derogatory manner.

Moral rights can only be held by an individual, not apcwation. Where an
organisation or corporation owns copyright in maiepi@duced by an employee in
the course of employment, the question of how the eyapls moral rights will be
dealt with will usually be addressed in the employment echtror in the
organisation’s intellectual property policy.

Moral rights cannot be transferred to another persdthowagh the person who
produces the copyright material may consent to othesoperdealing with their work
in ways that would otherwise infringe their moral rigjht

Important note: It is important to be aware of the existence of maiglhts.
However, like the issue of copyright ownership, maights issues should b
dealt with in contracts between the employing orgamsatand researcl
employees or contractors of the organisation, bafesearch data is deposited into
a repository.

=

3.2 Confidential Information

A database or dataset may contain information or daifahiéis not been released to
the public. In some cases, the information or data afsty be secret or confidential.
A researcher who has expended considerable time and emerggnerating or
collecting data may have an interest in controlling who access or use it. Apart
from using physical or technological controls (eg engoypbr passwords) to protect
the data against unauthorised access and use, therganaézhanisms which can be
applied to exercise control over access to and disseonnatdata.

From a practical point of view, the most important leé fegal controls that can be
exercised in relation to data are those provided by:

(@) contract law: Usually, confidentiality will be protected through thesus
of confidentiality or non-disclosure agreements, whiclovle for the
disclosure of information on the condition that thetcacting party does not
further disclose the information and does not use thanmdtion except for
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the purposes set out in the agreenfé@ontractual protection of confidential
information is considered at greater length3r8[] below; and

(b) common law protection for confidential information: If the information
or data is confidential, the common law action foralbieof confidence can be
used to prevent it being disclosed and dissemirfated.

The law of confidentiality is based on the equitable gpiecthat a person who
receives information in confidence shall not take unfailvamtage of that
information** An action for breach of confidence can be broughtesirain the
disclosure of confidential information or provide a remmedere it has been released
without permission if each of the following elementprissent:

1. the information is confidential in nature;

2. the information was provided in circumstances that eshaldis
obligation to treat it as confidential; and

3. there is an actual or threatened unauthorised usesahfbrmation
to the detriment of the person claiming the right to nmt@an
confidentiality*®

Data can only be protected as confidential if it isinahe public domain. A breach

of confidence action can still be established where rti@e one person knows about
or has access to the data, provided that not so many pewpleabout the data that it

can no longer be regarded as secret.

Confidentiality is lost if enough people know about theadauch that it passes into
the public domain, or if the data is independently discoveredamgeone els&.
Where data loses its quality of secrecy, it is stikgble for a researcher to control
access to and use of the data through contracf3s&] below).

Important note: If confidentiality restrictions have been imposed, aesgch
organisation must ensure that appropriate safeguards gulece so that secre
information is not disclosed to the public. Confidditgiarestrictions may alsg
prevent the licensing of data under a Creative Commoesdé& or may limit the
potential scope of the licence.

—+

3.3 Contracts

In practice, the most important legal mechanism useddoa&¢ rights to data is the

2 See section 3.5 below, and see further: A FitzgeraRappalardo and A Austin, “Understanding the
Legal Implications” (2008).

3 See further: A Fitzgerald, K Pappalardo and A Austin, déhstanding the Legal Implications”
(2008).

“4 Seager v Copydex Lf#l967] 2 All ER 415, 417.

5 Coco v A N Clark (Engineers) Lf#969] RPC 41, 47.

“ Attorney General (UK) v Heinemann Publishers Australialiy(1988) 10 IPR 153.
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contractual agreement. There are many different typewntractual agreements,
including:

confidentiality agreements;

contractual copyright licences;

access agreements;

funding agreements; and

other agreements between the various institutions antiesnthat are
contributing data to the database or repository.

Important note: It is important to ensure that any contractual obligatiares
complied with before providing open access to the datatetfeby the contractug
arrangement.

3.3.1 Confidentiality agreements

Confidentiality agreements — also called non-disclosgreeanents — serve to protect
secret information by disclosing the information in atoolfed way so that it remains
confidential and is not released into the public domamnfidentiality agreements
generally:

e identify the owner of rights in relation to the confntial information;

e identify the information that is to be treated as wharitial;

e impose obligations on the person to whom the informaBodisclosed to
maintain the secrecy of the information;

e define the scope of the permitted use of the informatiod; a

e provide for the consequences of a failure to comply witle
confidentiality obligations’

3.3.2 Contractual copyright licences

Copyright licences have already been discussed at lemgeh7] above. Copyright
licences grant permission to a person to deal with dds¢aor a dataset in a way that
would otherwise infringe copyright. For example, a capyr owner may permit —
through a licence — a researcher to reproduce copyrightricdatend make the
material available on a website where it can be ssamk and downloaded by other
researchers.

A contractual copyright licence may also contain gethat are not strictly related to
copyright. For example, the licence may require rdsearcher to undertake not to
hold the copyright owner liable for consequences reguftom any inaccuracies that
may be contained in the data suppfid.

" A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur€2007) p175.
8 A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur€2007) p173.
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Contractual licences usually indicate:

the copyright material to which the licence refers;

the permitted acts that the licensee is authorised to do;
any restrictions upon the party acting under the licence;
the consideration provided for the licence;

whether or not the licence is exclusive (or non-exgkjsiand
whether it can be revoked or is irrevocabile.

3.3.3 Access agreements

Access agreements operate where a researcher orcresgganisation has control
over the database in which their data is stored. Tdsearcher or research
organisation may require persons interested in obtainingsacto the data to first
enter into an access agreement.

Access agreements may:

e identify the data to be accessed,;

identify the person/s or class of persons who are piunio access the
data;

state that access rights cannot be transferred thphities;

limit the purposes for which the data may be used;

contain a disclaimer that the researcher is not resblen for any
inaccuracies in the data; and

e provide for the consequences of a failure to comply \highagreement’

For example, an access agreement may provide that theatabe accessed and used
for non-commercial purposes only, or may provide that iuser engages in
commercial uses of the data, they must account batle teesearcher for a proportion
of the profits. Access agreements can be used to taotress to and use of data that
was formerly protected through confidentiality agreememis which has lost its
guality of confidence.

3.3.4 Funding and other agreements

Agreements with funding bodies or with other partiesx @xample, with research
collaborators) may contain provisions dealing with hdw tesearch data is to be
collected or generated, how it is to be stored and manageether it is to be made
available for access and the basis on which it caeursed.

9 A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur¢2007) p177.

0 A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur€2007) pp176-7.
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3.4 Privacy

Some research, particularly research in medicaddiegives rise to privacy concerns
about the handling and use of personally identifying andthedbrmation>*

Privacy restrictions will apply if the research datdlesied includes information
about people, such as:

e personally-identifying information (names, addresses etc);
e information about people’s locations and movements; or
e health and medical information.

In Australia, the principal legislation governing privadypersonal information is the
Privacy Act 1984Cth). It defines “personal information” as:

Information or an opinion (including information or an mph forming part of a database),
whether true or not, and whether recorded in a matieriad or not, about an individual whose
identity is apparent, or can reasonably be ascertained,tfre information or opinior?

The Privacy Act 1988applies to Commonwealth government departments and
agencies. It provides that personal information cannotadflected except for a
lawful purpose directly related to a function or activity the Commonwealth
government agency. Where personal information is deltect must be stored safely
and thePrivacy Act 1988imits the extent to which the personal informationynbe
accessed, used and disclosed.

Since 2001, thePrivacy Act 1988has also applied to most private sector
organisations. It provides that personal information oarie used by a relevant
private sector organisation except for the lawful purgosevhich it was collected.

For state government agencies, there is corresponstiate legislation and/or
administrative protocols. All Australian States andrif@ries except Queensland and
South Australia have enacted privacy legislation apghiced privacy bills relating to
health information and/or the collection and use of @eakinformation in the State
public sector? In South Australia, the Privacy Committee is resble for
administrative protocol PC012 — Information Privacy Prilesgpinstruction, which
applies to public sector handling of personal informatidm.Queensland, there are
two administrative protocols applying to the State's pubbctor. Information
Standard 42: Information Privacy applies to the coltecof personal information in

®1 See further: A Fitzgerald, K Pappalardo and A Austin, dehstanding the Legal Implications”
(2008).

*2 Privacy Act 198§Cth) s6.

%3 Privacy and Personal Information Act 1998SW), Health Records and Information Privacy Act
2002 (NSW), Information Privacy Act 2000 (Vic), Health Recorst 2001 (Vic), Australian Capital
Territory Government Service (Consequential Provisiohst) 1994 (Cth), Health Records (Privacy
and Access) Act 1997 (ACT), Information Act 2002 (NT), Bass Information Protection Act 2004
(Tas), Health Complaints Act 1995 (Tas). For Westenstralia, see State Records Act 2000 (WA) s
49 and Freedom of Information Act 1992 (WA) s 3. In March 2€©¥ Information Privacy Bill 2007
(WA) was introduced into the Legislative Assembly. It quak the Legislative Assembly on 27
November 2007 and reached the second reading speech stagéégittative Council on 4 December
2007 (see <http://www.parliament.wa.gov.au/web/newwebpaifrasfiewebpages/Bills+-+Current>
at 20 May 2008).
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the public sector generally, while Information Standard 42#/rmation Privacy for
the Queensland Department of Health applies to thectiolieof health information.

Between the federdPrivacy Act 1988 which sets out different privacy principles
applicable to public sector entities and to private seettities, and the State and
Territory legislation and administrative protocols, thex@a complex array of privacy
laws applying to research activities that collect or ymsonal or sensitive
information.

Where research is conducted solely within a public uniyertite relevant privacy
law will usually be the State or Territory privacy Isigition or protocols. However,
where a university is engaged in collaborative reseaitiinthe private sector or the
federal public sector, or with research projects in ofmesdictions, then it will be

necessary to have regard to the requirements d?tilkacy Act 198§Cth) as well as

the legal and administrative privacy protections thatyappihe other jurisdictions.

For research groups, the best practice approach willvbere practicable, to adopt
the highest standard of privacy compliance that is agpiplicto all of the parties.

Often, this will involve complying with the Commonwealrivacy law. However, it

is also necessary to be aware of, and comply withspagific requirements imposed
by the laws of the State or Territory where the rege#s being conducted.

Important note: It is important to monitor data collecting by researsh&w that
any personal information is kept secure and private inrdaoge with relevant
privacy legislation. Before personally identifying data be used for research,
may be necessary to take certain measures such as:

it

® seeking consent from the person to whom it relates; or

® de-identifying data so that it no longer reveals a persmi@atity or
compromises their information privacy.

Both the Australian Law Reform Commission (ALRC) ahe tAustralian Privacy
Commissioner have strongly endorsed consistent pridagyslation throughout
Australia®® In 2007, in thiscussion Paper 72 — Review of Australian Privacy Law

** See Australian Law Reform Commission (ALRR&view of Australian Privacy Law: An Overview
of Discussion Paper 72 (2007) pp 3-6
<http://www.austlii.edu.au/au/other/alrc/publications/dpév@rview.pdf>; Australian Law Reform
Commission (ALRC)Discussion Paper 72 — Review of Australian Privacy 1(2@07) Chapter 4
Achieving National Consistency, Chapter 10 Overviewterkction, Inconsistency and Fragmentation
and Chapter 14 Interaction with State and Territory Laws
<http://www.austlii.edu.au/au/other/alrc/publications/dp#72Karen Curtis, Privacy Commissioner,
Submission to the Australian Law Reform Commission’s ReviervatyP— Issues Paper 38 March
2007)  <http://www.privacy.gov.au/publications/alrc280207.html>; edar Curtis,  Privacy
Commissioner, Submission to the Australian Law Reform Commission’s Review whckri—
Discussion Paper 7221 December 2007) <http://www.privacy.gov.au/publications?alt207.html>;
Karen Curtis, Privacy Commissiondvledia Release: Merge privacy principles to enhance national
consistency, says Privacy Commissioner (8 March 2007)
<http://www.privacy.gov.au/news/media/07_04.html>; Karen Gurrivacy Commissioneiedia
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the ALRC proposed that:

e there should be one set of privacy principles for pélic and private
sectors;

e there should be one set of privacy principles for hesdtvices; and

e there should be consistent laws in the States andtdress (both among
the States and Territories and with the federal FAw).

In mid-2008, the ALRC completed a major review of Austtgljgivacy laws® The
ALRC’s final report and recommendations (entitleBpr Your Information:
Australian Privacy Law and Practicayere published on 11 August 2008. In the
Executive Summary to the report, the ALRC states:

To achieve greater consistency, the ALRC recommeratstiiePrivacy Actshould apply to
the federal public sector and the private sector — teeftoiusion of state and territory laws
dealing specifically with the privacy of personal infation, including personal health
information, handled by organisations.

The Commonwealth, state and territory governments shatéblesh an intergovernmental
cooperative scheme, under which the states and tezstwiill agree to enact legislation to
regulate the handling of personal information in eache’staind territory’s public sector by
adopting the key elements of tReivacy Act— such as the same set of privacy principles,
important definitions, data breach notification schearesother key provisions.

The approach recommended by the ALRC would make it fareredor individuals to
understand the general rules that apply to personal infanma regardless of whether it is
being handled by a private organisation, a federal ageneystate or territory agency — and
would ease the compliance burden significantly and redute fapsbusiness’

The recommendations of the ALRC report that are pdaity relevant to research
groups and university-based research activities are:

e Recommendation 3 (especially 3-1 to 3-4). Achieving Natlion
Consistency;

e Recommendation 17-1: Interaction with State and Territarys;

e Recommendation 65: Research: Recommendations for Redon

e Recommendation 66: Research: Databases and Data Litikage.

Release: Privacy Commissioner endorses consistency in Pilmadn Australia(21 December 2007)
<http://www.privacy.gov.au/news/media/2007_24.html>.

%5 See Australian Law Reform Commission (ALRR&view of Australian Privacy Law: An Overview
of Discussion Paper 72 (2007) pp 3-6
<http://www.austlii.edu.au/au/other/alrc/publications/dpév@rview.pdf>; Australian Law Reform
Commission (ALRC)Discussion Paper 72 — Review of Australian Privacy 1(2@07) Chapter 4
Achieving National Consistency, Chapter 10 Overviewterkrction, Inconsistency and Fragmentation
and Chapter 14 Interaction with State and Territory Laws
<http://www.austlii.edu.au/au/other/alrc/publications/dp#7 2

%6 Australian Law Reform Commission (ALR®eview of Australian Privacy Law: An Overview of
Discussion Paper 72 (2007) pl
<http://www.austlii.edu.au/au/other/alrc/publications/dpévarview. pdf>.

*" Australian Law Reform Commission (ALRC) (2008) Report a8 Your Information: Australian
Privacy Law and Practice Executive Summary, p8
<http://www.austlii.edu.au/au/other/alrc/publications/mpd08> at 26 August 2008; see also
<http://www.alrc.gov.au/inquiries/title/alrc108/index.htmi>2%6 August 2008.

%8 Australian Law Reform Commission (ALRC) (2008) Report a8 Your Information: Australian
Privacy Law and Practice List of Recommendations
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Interestingly, the ALRC report also contains the fellag discussion concerning
better facilitation of research:

Similarly, the ALRC found — despite the frequent use of ttemlakist language of ‘rights’ —
that there is general community appreciation for tednto strike a common sense balance
between privacy interests and practical concerns range of areas. For example, while
personal health information is regarded as ‘sensitinel deserving of the highest level of
protections, individuals understand that a premium mapléeed on prompt access to, and
disclosure of, such information in the case of a médiceergency...

... The ALRC heard many concerns, however, from rebesscin the health and medical
field—as well as social scientists, criminologists attters—that an overly cautious approach
to the application of the Privacy Act was inhibiting #@duct of research, even where the
threat to individual privacy was limited or non-existant the potential value of the research
was very high...

... The ALRC recommends that the research exception €o'Gbllection’ and ‘Use and

Disclosure’ principles in the model UPPs [Uniform PdyéPrinciples] allow information to

be collected, used and disclosed for research purposes—inglidareas other than health
and medical research—where a number of conditions ara@mokiding approval by a Human
Research Ethics Committée.

3.4 Patents

Patents protect products and processes that are novel, arse involve an inventive
or innovative stef® They confer on the patentee the exclusive right fdoéxthe
patented product or process for a period of time (usuallye2®syfrom the time of
filing the patent applicatior):

Data or information can be practically applied in suchay that it forms part of or
gives rise to a patentable invention. This situation basneonly arisen in the context
of patenting genomic dafa.

Researchers collecting data may be concerned with tpafi@none of two reasons.
Firstly, some researchers may be interested in obtaiaipatent over a product or
process that incorporates data which they have collectealr these researchers,
disclosure of data could prevent a patent being obtainedubec releasing
information into the public domain could preclude the ‘nbgefinventive’ aspect of

a product or process that is required by law to secure antfateIn these

circumstances, prior to obtaining a patent, data should belydisclosed under

<http://www.austlii.edu.au/au/other/alrc/publications/mtpd08> at 26 August 2008; see also
<http://www.alrc.gov.au/inquiries/title/alrc108/index.htmi>2% August 2008.

%9 Australian Law Reform Commission (ALRC) (2008) Report a8 Your Information: Australian
Privacy Law and Practice Executive Summary, p5, 16
<http://www.austlii.edu.au/au/other/alrc/publications/mtpd08> at 26 August 2008; see also
<http://www.alrc.gov.au/inquiries/title/alrc108/index.htmi>2%6 August 2008.

¢ patents Act 199(Cth) s 18

¢ patents Act 199(Cth) ss 13 and 67

%2 See A Fitzgerald, K Pappalardo and A Austin, “Understaniiied.egal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur€2007) pp116-23.

83 SeePatents Act 199(Cth) s 7.
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confidentiality agreements to ensure that the data isdegpif the public domaift:

Secondly, some researchers may want to ensurehéatdata is kept free of legal
restrictions including patents, in order to allow the dataontinue to be shared and
reused. For these researchers, simply releasingirtatéhe public domain may be
enough to create prior art and thus prevent successfult gaiglications by otherS.
However, even where data is released publicly it nepdssible for another party to
use the disclosed data to produce a patentable inventioareWfata is used to
develop a patentable invention, the subsequent patent rigiptbenbroad enough to
cover use of the actual data forming part of the inverifio Fortunately, there are
contractual and licensing options that can be employ&edp data free of restrictive
patent claims. One option is to release data via ameomatabase where users
accessing the database are required to first enteraintlick-wrap agreement that
governs use of the data (see “access agreements”)beldw agreement can prohibit
patent applications based on certain data, or may aflatent applications but
provide that the patent must not be restrictive and milest further use of the daféa.
Another option is to actually obtain a patent ovesreduct or process based on or
encompassing the research data, but then to licences¢haef the protected data under
liberal terms>®

% See further, sections 3.2 and 3.5, and see A Fitzger&dpigalardo and A Austin, “Understanding
the Legal Implications” (2008).

% This was the approach underlying the Bermuda Prirs;ipidnich were developed in 1996 by a
consortium of researchers involved in the Human Genéhoject. For more information, see A
Fitzgerald and K PappalardByilding the Infrastructur€2007) pp118-20.

®See A Fitzgerald and K Pappalardgyilding the Infrastructurg2007) pp119-20; Donna M Gitter,
‘Resolving the Open Source Paradox in Biotechnologyrdp&sal for a Revised Open Source Policy
for Publicly Funded Genomic Databases’ (2007) 43(#ouston Law Review 4
<http://ssrn.com/abstract=901994>; Rebecca Eisenberg atdRAr, ‘Harnessing and Sharing the
Benefits of State-Sponsored Research: IP Rights andSbaténg in California's Stem Cell Initiative’
(2006) 21Berkeley Technology Law Journal87, 1207; Claire T Driscoll, ‘NIH data and resource
sharing, data release and intellectual property polifbiesgenomics community resource projects’
(2005) 15(1)Expert Opinion on Therapeutic Patedts

" This was the approach adopted by the International H@eldProject (commonly known as the
HapMap Project), which ran from 2002 to 2005. For morerin&tion, see A Fitzgerald and K
PappalardoBuilding the Infrastructuré2007) pp120-21.

® This was the approach adopted by the CAMBIA projea@e SAMBIA, ‘About BiOS (Biological
Open Source) Licenses and MTAs’ <http://www.bios.nétida

bios/licenses/398.htmI> at 11 April 2008. See also, RitHafferson, ‘Science as Social Enterprise:
The CAMBIA BIiOS Initiative’ (2006) 1(4)Jnnovations: Technology, Governance, Globalizati&,
and A Fitzgerald and K Pappalardyilding the Infrastructur¢2007) pp121-3.
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4 Data management policies and principles

All research projects should have in place an easibessible data management
policy. The policy will usually contain high-level statents about how data
genéegrated or compiled in the research project is to dédemavailable for access and
use.

A data management policy should explain and address:

the research discipline of the project;

how research is to be conducted;

the funding arrangements for the research project;

the kind of data generated or collected by the project;

how and when data is to be deposited into a database sitoepo

when and on what basis data is to be shared and madeébkvolaaccess

by other researchers;

e any legal obligations imposed on the research projectndividual
researchers; and

e how intellectual property rights are to be manaffed.

The Australian Partnership for Sustainable RepositoA€sSR) has highlighted the
importance of data management policies for researchnisagions’> It has
commented that:

[rlesearch data management would be easier for allecoad if researchers, research units
and research organisations all had policies and planousuling the creation and
management of dafa.

APSR emphasises the importance of including clear tiefisi of concepts and terms
used in the policy, so they are readily understdod.

4.1 Issues to be addressed by a data management pol icy

A research project must give careful consideration to fitetting a data management

%9 A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur¢2007) p240.

0 A Fitzgerald, K Pappalardo and A Austin, “Understanding thgaLémplications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur¢2007) p241.

" Anna Shadbolt et a§ustainable Paths for Data-intensive Research Communities at therkityi of
Melbourne: A Report for the Australian Partnership for Sustainable Riepiesi(August 2006) pp38-
39 <http://www.apsr.edu.au/aeres/sustainable_paths.pdf> rakezi A Shadbolt et alSustainable
Paths(2006)).

2 Margaret Henty, The Australian National Universitgelinda Weaver, The University of
Queensland; Stephanie Bradbury, Queensland Univer§itfechnology; and Simon Porter, The
University of Melbourne]nvestigating Data Management Practices in Australian Unives{tiuly
2008) Australian Partnership for Sustainable Repositories PS@® p8
<http://www.apsr.edu.au/investigating_data_management> (hitegjnaM Henty, B Weaver, S
Bradbury and S Portelnvestigating Data Managemef008)).

3 A Shadbolt et alSustainable Path€2006) pp38-39. ThANU Data Management Manu&2008)
takes care to define the terms “data”, “data managenaewit“data management plan”: see p4.
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policy that ensures that researchers’ objectives, sneadl responsibilities in each
research situation are properly addres$eéfor example, where a research project is
publicly funded, it may be appropriate for a policy to sgignsupport immediate
open access to research data. However, immediate apegss may not be
appropriate for data generated by research projects ingoprivate sector funding
bodies or project partners.

Research projects should take care to distinguish in plbdéicies between data that is

to be made accessible and data that will not be #@laifar access and reuse. This is
particularly important where a research project idectihg data subject to privacy

limitations or data that is to be commercially exgddi

Data management policies and principles must explanctnditions under which
data is to be made available for access and use anldl ginovide clear definitions of
concepts and terms. For example, access may be limited to certain categof
researchers, or researchers may only be permitted @othes data for specified
purposes. In order to properly ascertain and set outathéiteons of access and use,
each research project should develop a clear and comprehdistng of all legal
restrictions applying to the management, disseminatiah reause of the different
kinds of data that may be generated by the préfect.

4.2  National Principles and Intellectual Property P rinciples

Australian publicly funded research institutions arersitp encouraged to apply the
National Principles of Intellectual Property Management for Publicly Fdnde
ResearcH“National Principles”) to their research activitie$he National Principles
were developed by a working party comprised of organisationkidimg the
Australian Research Council (ARC), the Australian é/€hancellors’ Committee,
the Australian Government Department of Science, Indwsty Resources and IP
Australia. The Foreword to the National Principlesesta

The purpose of developing the National Principles oM&agement for Publicly Funded

Research is to assist researchers, research maaagetseir research institutions, in ensuring
that they have access to best practices for the igetidh, protection and management of
[intellectual property], and therefore, to maximise thational benefits and returns from
public investment in researéh.

The National Principles include:

e Principle 1 — Institutional policies: Research institutions will have
policies approved by their Governing Body relating to dwenership,

" A Fitzgerald, K Pappalardo and A Austin, “Understandingltbgal Implications” (2008) and A
Fitzgerald and K PappalardByilding the Infrastructur€2007) p241.

S A Shadbolt et alSustainable Path@006) pp38-39.

S A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p244.

" The Australian Research Council, the Australian i@ert Institutions Commercial Companies
Association, the Australian Vice-Chancellor's Comngftthe Department of Education, Training and
Youth Affairs, the Department of Industry, Science &wbources, IP Australia, the National Health
and Medical Research Coundiational Principles of Intellectual Property Management for Puplicl
Funded Researcip2 <http://www.arc.gov.au/pdf/01_01.pdf> (hereinaftiational Principles.
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protection and exploitation of IP;

e Principle 4— Ownership of IP: ...Research institutions will have policies
and relevant procedures in place for determining the gubksg ownership
and/or assignment of intellectual property (IP) riglatsd will have clear
agreements with employees and grant holders registémedigh the
research institutions on ownership and/or associatéatsraf IP...; and

e Principle 7—Sharing of benefits:Research institutions will have policies
that recognise the rights and needs of all stakeholderdvew in the
research supported by public funds. These policies wilhddhe way in
which benefits from the development and exploitatiohshe IP will be
allocated’®

Additionally, Australian Government agencies are requit® implement the
Intellectual Property Principles for Australian Government agen¢iéstiellectual
Property Principles”)’®

The Intellectual Property Principles state:

e Principle 1 — Australian Government agencies are responsible for
managing IP in their control or custody in an effectiedficient and
ethical manner,

e Principle 2 — Agencies should periodically evaluate the overall
effectiveness, including cost, risks, and benefits & policies and
practices they have in place for the management andfuBe

e Principle 3 —Each agency should have an IP management policy which
reflects its objectives and these IP Principles;

e Principle 4 4mplementation of the IP management policy should be
supported by appropriate training and resources, including accezpert
advice;

e Principle 5— Agencies should maintain appropriate systems and process
to identify and record IP;

e Principle 6 — Agencies should have strategies and guidelines to ensure
that IP is protected in an appropriate manner;

e Principle 7— Agencies should have procedures in place to reduce the risk
of infringement of the IP rights of others;

8 National Principlespp5-6.

Intellectual Property Principles for Australian Govermine  agencies,
<http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(22D92C3251275720C801B3314RA2)08t
atement+of+|P+Principles+for+Australian+Government+Ages-
t.pdf/$file/Statement+of+IP+Principles+for+Australian+Gowaent+Agencies-t.pdf> (hereinafter,
Intellectual Property Principles).

31



Principle 8— Agencies should maintain a flexible approach in consideri
options for ownership, management and use of IP;

e Principle 9— Agencies should recognise innovation and creativityén
development of IP in an appropriate manner which is consistéh
agency objectives;

e Principle 10— Contracts and other agreements must address IP issues
where relevant; and

e Principle 12 — Australian Government agencies should be mindful of
opportunities to share IP for which they are responsiiigh other
agencie$?

Principle 3 of the Intellectual Property Principlessignificant in that it relates to
frameworks, requiring each agency to have an IP manageoécy. An IP policy

should be supported by a management plan, strategy andeliges. An IP

management policy should outline an agency’s approach to:

e dealing with acquisition, use, sharing, commercialisatwisposal and
public access to IP;

e identifying and recording ownership of IP; and

e monitoring and protecting 1¥.

4.3 Example Data Management Policies and Principles

This section provides some example policies and principgshave been adopted by
international organisations and groups in relation to opeess to research data.

When drafting Data Management Policies and Princifdesyour own institution, it
would be useful to have regard to these documents, ba#grrms of the principles
contained in the policies and the language used.

4.3.1 OECD Committee for Scientific and Technologic al Policy,
Declaration on Access to Research Data from Public Funding

In January 2004, the Organisation for Economic Co-operatiah Development
(OECD) Committee for Scientific and TechnologicaliPpimet at a Ministerial level

to consider “Science, Technology and Innovation for tfeCantury”®?

At this meeting, the Ministers highlighted the beneffitat society can derive from

8 ntellectual Property Principles, pp2-5.

8 Intellectual Property Principles, p2.

8 OECD Committee for Scientific and Technological Pgli8gience, Technology and Innovation for
the 2f' Century, Meeting of the OECD Committee for Scientific and Teabgical Policy at
Ministerial Level, 29-30 January 2004, Final Communique,
<http://www.oecd.org/document/0,2340,en_2649 34487 25998799 1 1 1 1,00.htmi>daonekse
September 2008.
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advances in science and technology and reaffirmed that l&dgev creation and
diffusion are increasingly drivers of innovation, suséle economic growth and
social well-being®

Importantly, the Ministers recognised that fostering opecess to and wide use of
research data will enhance the quality and productivity soience systems
worldwide®  To further this goal, the OECD Committee for Sciéntiand
Technological Policy adopted a Declaration on AccedReasearch Data from Public
Funding:

DECLARATION ON ACCESS TO RESEARCH DATA FROM PUBLIC FUNDING
adopted on 30 January 2004 in Paris

The governments (1) of Australia, Austria, Belgium, Canatlaina, the Czech Republic,
Denmark, Finland, France, Germany, Greece, Hungaryaridellreland, Israel, Italy, Japan,
Korea, Luxembourg, Mexico, the Netherlands, New Zealamiwaly, Poland, Portugal, the
Russian Federation, the Slovak Republic, the Republic athSAfrica, Spain, Sweden,
Switzerland, Turkey, the United Kingdom, and the UnitedeSta

Recognising that an optimum international exchange of datamafmn and knowledge
contributes decisively to the advancement of sciemtéfsearch and innovation;

Recognising that open access to, and unrestricted use ofirdatates scientific progress and
facilitates the training of researchers;

Recognising that open access will maximise the valueattfrom public investments in data
collection efforts;

Recognising that the substantial increase in computing ¢tgpatables vast quantities of
digital research data from public funding to be put to userfultiple research purposes by
many research institutes of the global science systkangby substantially increasing the
scope and scale of research;

Recognising the substantial benefits that science,citreoeny and society at large could gain
from the opportunities that expanded use of digital datauress have to offer, and
recognising the risk that undue restrictions on acceasdouse of research data from public
funding could diminish the quality and efficiency of sciimtesearch and innovation;

Recognising that optimum availability of research datenfpublic funding for developing
countries will enhance their participation in the globeience system, thereby contributing to
their social and economic development;

Recognising that the disclosure of research data from pfulslding may be constrained by
domestic law on national security, the protection dfgmy of citizens and the protection of
intellectual property rights and trade secrets that regqyire additional safeguards;

Recognising that on some of the aspects of the accdysitfilresearch data from public
funding, additional measures have been taken or will bbedated in OECD countries and
that disparities in national regulations could hamperoitenum use of publicly funded data
on the national and international scales;

Considering the beneficial impact of the establishneé@ECD Guidelines on the Protection
of Privacy and Transborder Flows of Personal Data (1980, 486851998) and the OECD
Guidelines for the Security of Information Systems &tetivorks (1992, 1997 and 2002) on

8 |bid.
8 Ibid.
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international policies for access to digital data;
DECLARE THEIR COMMITMENT TO:

Work towards the establishment of access regimes fgitatliresearch data from public
funding in accordance with the following objectives andgples:

Openness:balancing the interests of open access to data teaserthe quality and efficiency
of research and innovation with the need for restrictibaccess in some instances to protect
social, scientific and economic interests.

Transparency: making information on data-producing organisations,ud@ntation on the
data they produce and specifications of conditions atthtththe use of these data, available
and accessible internationally.

Legal conformity: paying due attention, in the design of access regimeadiddal research
data, to national legal requirements concerning natioeatisg privacy and trade secrets.

Formal responsibility: promoting explicit, formal institutional rules on thesponsibilities of
the various parties involved in data-related activitiestap@ng to authorship, producer
credits, ownership, usage restrictions, financial arraregesn ethical rules, licensing terms,
and liability.

Professionalism: building institutional rules for the management of digitebearch data
based on the relevant professional standards and \eruesdied in the codes of conduct of
the scientific communities involved.

Protection of intellectual property: describing ways to obtain open access under the
different legal regimes of copyright or other intellectpabperty law applicable to databases
as well as trade secrets.

Interoperability: paying due attention to the relevant international stahdequirements for
use in multiple ways, in co-operation with other intéioral organisations.

Quality and security: describing good practices for methods, techniques andinmatits
employed in the collection, dissemination and accessifdkiving of data to enable quality
control by peer review and other means of safeguardingeatitity, originality, integrity,
security and establishing liability.

Efficiency: promoting further cost effectiveness within the glolscience system by
describing good practices in data management and spetislipport services.

Accountability: evaluating the performance of data access regimes to isaxine support
for open access among the scientific community aniétgoat large.

Seek transparency in regulations and policies relatedinformation, computer and
communications services affecting international flowsdafa for research, and reducing
unnecessary barriers to the international exchangeeséttiata;

Take the necessary steps to strengthen existing institsnand - where appropriate - create
within the framework of international and national law, newechanisms and practices
supporting international collaboration in access to digéséarch data;

Support OECD initiatives to promote the development amthtxaisation of approaches by
governments adhering to this Declaration aimed at maximi#ie accessibility of digital
research data;

Consider the possible implications for other countriesluding developing countries and
economies in transition, when dealing with issues oéssto digital research data.



INVITE THE OECD:

To develop a set of OECD guidelines based on commonly cagnéeciples to facilitate
optimal cost-effective access to digital research @tata public funding, to be endorsed by
the OECD Council at a later stafje.

In June 2008, at the Ministerial Meeting on the Futuréhefinternet Economy in
Seoul, Korea, the OECD released the repdhiaping Policies of the Future of the
Internet Economywhich includes th©ECD Principles and Guidelines for Access to
Research Data from Public Fundirep Annex 3 These Principles and Guidelines
were developed in response to the invitation containedeirD#tlaration on Access
to Research Data from Public Funding.

4.3.2 The Seoul Declaration for the Future of the I  nternet Economy

In June 2008, the OECD Member countries organised the OEi@G[Bt&tial Meeting
on the Future of the Internet Economy in Seoul, Koréam this meeting came the
Seoul Declaration for the Future of the Internet Econowtyich was adopted by 39
countries, including Australia, and the European Community.

The following extract of th&eoul Declaration for the Future of the Internet Economy
may provide some guidance when formulating a data manag@oiey:

THE SEOUL DECLARATION FOR THE FUTURE OF THE INTERNE T ECONOMY

WE DECLARE that, to contribute to the development of the InternenBmy, we will:

b) Foster creativity in the development, use and applation of the Internet, through
policies that:

® Maintain an open environment that supports the free 8bwnformation, research,
innovation, entrepreneurship and business transformatio

® Make public sector information and content, including retfie data, and works of
cultural heritage more widely accessible in digital forma

® Encourage basic and applied research on the InternetlatetirkCTs.

® Encourage universities, governments, public research, usdrdbusiness to work
together in collaborative innovation networks and tokenause of shared
experimental Internet facilities.

® Combine efforts to combat digital piracy with innovatiapproaches which provide
creators and rights holders with incentives to creatd disseminate works in a
manner that is beneficial to creators, users and amogasies as a whale

® Encourage new collaborative Internet-based models anidl soetworks for the
creation, distribution and use of digital content thatyfuktcognise the rights of
creators and the interests of users.

® Strengthen the development of human resources to tdlkadfidntage of the Internet

% |bid, Declaration on Access to Research Data from @#hinding, Annex 1.

8 OECD, Shaping Policies for the Future of the Internet Economy: AnnéEED Ministerial
Meeting on the Future of the Internet Economy, Sd¢atea, 17-18 June 2008, Annex D — Principles
and Guidelines for Access to Research Data From Puhblicding, pp 22-29, available at
<http://www.oecd.org/site/0,3407,en_21571361_38415463 1 1 1 1 1,00.html> accessed5 on
September 2008.
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and related ICTs, and further develop ICT skills andtaligind media literacy.

4.3.3 OAK Law Project, Sample Open Access Policy fo r academic
institutions

In April 2007, the Open Access to Knowledge (OAK) Law Projetgased Guide
to Developing Open Access Through Your Digital Reposifofjhis guide provides
a sample Open Access Policy for academic institutioased on several international
open access policies including:

e the Budapest Open Access Initiative (2682)

e the Bethesda Statement on Open Access Publishing {2003)

e the Berlin Declaration on Open Access to Knowledge irSitiences and
Humanities (2003}; and

e the Messina Declaration (200%).

Some of the principles set out in the OAK Law samPleen Access Policy for
academic institutions are relevant to research data:

General Open Access Principles Endorsed by the Ingtition
We support the principles of open access to knowledge.

Open access facilitates the wide dissemination of krim@dncluding, but not limited to,
original research results, scholarly articles, raw datd metadata, source materials, digital
representations of pictorial and graphic materiald, saolarly multimedia materials.

Open access to knowledge is important for the followirgaoes:

® Research is an interdependent process whereby later svorfoimed by the earlier
works of others. Easy and open access to scholadlyesearch output allows for the
production of more accurate and progressive researchseprdviding for scholarly
and intellectual advancement;

® Broader access to information aids more rapid sciemédieclopment, which benefits
the community at large, particularly in the area oflioime;

® The global sharing of knowledge and learning encouragesl| sottg and cultural
advancement; and

® The principle that all people, whether rich or poogust have free and equal access
to information.

We believe that the traditional methods of sharing infdrom, primarily through

87 OECD Directorate for Science, Technology and Indu&€ogmmittee for Information, Computer and
Communications Policy (2008Jhe Seoul Declaration for the Future of the Internet Econ@BCD
Ministerial Meeting on the Future of the Internet Emmy, Seoul, Korea, 17-18 June 2008, available at
<http://www.oecd.org/site/0,3407,en_21571361_38415463 1 1 1 1 1,00.html> accessed5 on
September 2008.

8 Kylie Pappalardo and Dr Anne Fitzgerald (2087Guide to Developing Open Access Through Your
Digital Repository, OAK Law Project, April 2007, available at
<http://www.oaklaw.qut.edu.au/node/29>.

89 <http://www.soros.org/openaccess/read.shtml>.

% <http://www.earlham.edu/~peters/fos/bethesda.htm>.

1 <http://www.zim.mpg.de/openaccess-berlin/berlin_declaritfer.
92<http://www.google.com.au/url?sa=t&source=web&ct=res&cd=2&mtp%3A%2F%2Fwww.aepic
.it%2Fconf%2Fviewappendix.php%3Fid%3D49%26ap%3D1%26cf%3D1&ei=q_vNIjeBFgSYy
JInWBQ&uUsg=AFQjCNEJ5xwqrlJ-kWjZy4Xt8Cq72ztwyw&sig2=BzGZOdeOLVd2hKTfplgpt.
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conventional print publishing, while still relevanteano longer suitably adapted to the wider
dissemination of knowledge that new technology allowEslectronic publishing and the
Internet offer the opportunity to exchange informatidobglly, immediately and effectively.
We commit to embracing these new technologies and thérin removing traditional
barriers to access.

We adopt this policy on the basis that where researemerscholars are willing to share their
work, without payment, for the sake of inquiry, knowledgd pablic benefit, they should not
be prevented by restrictive laws, practices or publishorgracts.

We assert the importance of open access to the resfuliblicly funded research in
particular. This research, as well as being funded bydhemunity, is undertaken to benefit
the physical, social and cultural health of the camity. Therefore, ideas and knowledge
derived from publicly funded research should be made actessithe community as rapidly
and effectively as possible®.

Important note: A research institution should have policies and procedmrgs
place that:

» conform with theNational Principles of Intellectual Property Management
for Publicly Funded Researctand, where relevant, théntellectual
Property Principles for Australian Government agengies

4%

e consider international policies on open access to rdseata (such as th
OECD Declaration on Access to Research Data from Public Fundang
other relevant international policies;

* determine who owns copyright and other IP rights in theearch
generated by the institution; and

» determine how copyright and IP rights are to be dealt and shared.

9 Kylie Pappalardo and Dr Anne Fitzgerald (2087Guide to Developing Open Access Through Your
Digital Repository, OAK Law  Project, April 2007, pp8-11, available at
<http://www.oaklaw.qut.edu.au/node/29> and
<http://www.oaklaw.qut.edu.au/files/OAK%20Law%20Project%20Riépry8620Guide. pdf>.
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5 Data Management Plan

A Data Management Plan (DMP) should be in place fitlve conception and
commencement of a research project. A DMP addresseslata is collected, stored,
managed and disseminated. It also addresses data owndeghigecurity and legal
rights applicable to the research data. Unlike a datsageament policy, the DMP
concentrates on practical measures rather than gettinprinciples or broad policy
statements.

In the ANU Data Management Manual: Managing Digital Research Data at the
Australian National Universitya DMP is defined as “a document that describes what
data will be created during a project, and how it wilnhenaged® In particular, it

is:

[a] document that describes what research data will batenl, what policies (funding,
institutional, and legal) apply to the data, who will camd have access to the data, what data
management practices (backups, access control, archivihid)e used, what facilities and
equipment will be required (hard-disk space, backup server, itayps and who will be
responsible for each aspect of the plan.

The best time to develop your data management plan fedtdginning of your research.
Any time spent on creating a robust and easy to usendategement framework will be
rewarded many times over during your resedrch.

A comprehensive DMP acknowledges the diverse range diegpanvolved in a
research project — collectors and compilers of data aaalysts, database managers,
parties that have funded the research project and corsumesers of the data and
database — and applies to each of tfgm.

5.1 Issues to be addressed by a Data Management Pla n

A DMP establishes protocols for dealing with data bothniwithe research project
and externally. The DMP should envisage, to the extestilple, the many different
ways and purposes for which users may seek to access atie ueeearch data. The
DMP should also consider unusual situations that may ariske collection and
collation of data. For example, where data generayetthe research project is to be
integrated with existing data from other sources, the DWPneed to explain how
this will be done and how data from each source wiideatified once combined. It
must also ensure that legal rights and obligations apeoted.

5.1.1 Data ownership and responsibilities

Two central issues to be addressed in the DMP for emelarch project are:

% ANU Data Management Manug2008) p2. This Data Management Manual comprises the alateri
for the new course in Data Management Planning now beirffpred at ANU
<http://ilp.anu.edu.au/dm/>.

% ANU Data Management Manug2008) p5.

% A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) pp247-8.
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) who owns the data generated or collected by the respasjtt; and
° who is responsible for managing the data?

Data may be owned by more than one person. An owngromahe researcher who
has collected or generated the data; the researcimeplger, under the terms of the
researcher’s employment contract; the funder ofrésearch, under the terms of the
funding agreement; or the database owner or providech garty’s ownership rights
will need to be defined in the DMP. Additionally, the BPMhould set out who is
responsible for managing the data. Management respliresbimay include
recording, organising and archiving the data and managing atrdke data. A
comprehensive DMP will address the management rolesabf garty and will set out
the formal levels of responsibility required for datsdba management and
maintenancé’

5.1.2 Legal rights

As explained in sectiordand 3 above, data collection, access and reuse are affected
by law. Consequently, a DMP must address the legal andategu controls
applying to the data generated by the research project. I8gah controls may
include confidentiality restrictions for secret informaticopyright assignments and
licences, deposit agreements for inclusion of data matabase and agreements
governing access to that database. All contractualatldigs should be considered
and addresset. In particular, a DMP should describe the conditiomgen which the
research project is funded and any obligations — contractuadherwise — that the
researchers have to the funding body. Finally, a DM®Bulsl consider whether
legislation applies to the collection or use of datash as the application of privacy
requirements in projects dealing with personal infornmatio

5.1.3 Data security and sustainability

Data security and sustainability are two important aersitions for any DMP. The

level of security that will operate in relation teettata collected will vary depending
on the type of data concerned. For example, moregstnt security may be applied
to data that is confidential or which may form the basdia patent application. For
these types of data, access may be limited to seldotiduals (access may be
password protected) and reuse rights may be minimal. r&xdunél agreements may
regulate what disclosures can and cannot be madeaitiorelo the data. For less
sensitive data, the applicable security measures arg likdbe less strict. A DMP

will need to set out the different security measusdsvant to the different levels of
data and how these security measures are to be impleai&ht

Careful consideration must be given to the poteritisdre relevance of any data

" A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) p250, p254.
% See section 3.5 above.

9 A Fitzgerald and K PappalardBuilding the Infrastructur¢2007) pp251-252.
190 Fitzgerald and K PappalardBuilding the Infrastructur¢2007) pp252-254.
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collected or generated by the research project. Wheaseshvisaged that data could
be useful for future research, sustainability of datdh be an important issue to
address. A DMP should describe whether long-term presenvaf the data is
necessary and if so, how long the data will be predeavel who will be responsible
for ensuring its preservation. A related issue will bevlio ensure the ongoing, long-
term funding of the database even after the resegangject that gave rise to the
database is finished*

5.1.4 Access and reuse
A DMP should deal with access issues, including:

* which data is to be made accessible (some data may betsibjegal
restrictions (such as confidentiality or privacy restons) and may not be
able to be made openly accessible);

* when the data is to be made accessible (at the canclokthe research
project or before?);

* who may access the data (open or restricted access?);

* how the data will be made accessible (via an onlinesiepg?); and

* how wide are the access rights to be granted (for pkamaccess to the
entire dataset, or will some parts of the dataset reqbe user to enter a
password to access the data?).

Additionally, a DMP should address reuse of the datagharwhat reuse rights are
to be granted to end users and how these rights wgtdogted (for example, will they
be granted through an end user copyright licence such @eeaive Commons
licence?).

In July 2008, the Australian Partnership for Sustainable §tep®s (APSR) released
the report, Investigating Data Management Practices in Australian Universities
documenting a survey about data management practices condtichedUniversity

of Queensland (UQ), University of Melbourne and Queensland thitiyeof
Technology (QUT). On the issue of data sharing, AP$Rrted that:

[a]t a time when researchers are being encouraged to thekelata available to others, ....
over three-fifths of respondents are willing to share tHeta, whether “openly” (8.6%), “via
negotiated access” (44.0%), “only after the formal ena @foject” (6.4%) or “only some
years after the end of a project” (2.3%)...Some respongeitsed out that, in some cases, it
is necessary for data to be made available togethbrjairnal publication, and it is likely
that this is a trend which will grow?

A DMP should consider the willingness of researchershre their data, and should
determine whether this will be done openly, via negotiatedsac(and if so, how that
access will be negotiated) or by other means.

191 A Fitzgerald and K PappalardBuilding the Infrastructurg¢2007) p255.
192 M Henty, B Weaver, S Bradbury and S Porbevestigating Data Managemef008) p13.
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Important note: A data management plan will need to be consistent thith
research institution’s intellectual property policiesl @ata management policies

All data collection, storage, management, use and rdisation procedures
should comply with any institutional data management m@slicand datg
management plans (whether relating to data managememtetiectual property)
and administrative requirements.

5.2 Example Data Management Plans

Various institutions around Australia have begun to dBPs for their own
institutions and research groups, or have at least beguartitmlate what they
consider to be the central issues and topics that ghmeubddressed in a DMP. Set
out below are some brief examples of DMPs and mottektsires for DMPs,
acquired from Australian universities and research groupfiese examples are
current as at 26 August 2008.

5.2.1 Example 1: University of Queensland (UQ)

Belinda Weaver, Manager of the University of Queenslar@)(&Space institutional
repository, lists the components that should be cover&aMiy as:

Originators and owners of the data;

Description of project;

Metadata used (schema, standards);

Types of data to be collected;

Volume of data (estimate of disc and/or tape storagerezjui
Retention requirements;

Format/s of and software used in creation and use afatee
Access policies and provisions;

Confidentiality requirements; and

Storage, preservation and archiving of d&fa.

5.2.2 Example 2: Australian National University (AN U)

The ANU Data Management Manuaécommends that a DMP should cover the

following topics*®*

193 Belinda Weaver, Constructing a Research Project Data Management P{BowerPoint
presentation) (2008) University of Queensland
<http://www.library.uq.edu.au/escholarship/BW_dmp.pdf>.

194 This Data Management Manual comprises the materialthéonew course in Data Management
Planning now being offered at ANU <http://ilp.anu.edu.autdm/
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Project description.
Survey of existing data.
Data to be created.
Data Organisation Methods (optional).
Data Administration Issues:
e Funding & Legislative Requirements.
e Data owners & Stakeholders.
e Access & Security.
e Backups.
) Data Sharing & Archiving.
Responsibilities.
o Budget'®

Specifically on the question of data sharing, &MU Data Management Manual
asks:

what data will be shared?

what facilities will be used/required to distribute thea®at
how will the data be licensed?

what Access Restrictions will be placed on each itédatm?°®

5.2.3 Example 3: Persistent Identifier Linking Infr  astructure (PILIN)
Project

The PILIN Project”” has produced the following documents to assist with data
management, with an emphasis on the importance of gmosistent identifier
practice in e-research:

° Using Persistent Identifiers in Data Management Plaksemplate for
data management plans, with a focus on identifiersudnct
discussion of information modelling by researchers andnieal
impacts for maintaining persistent identifiers.

° Information Modelling Guidelines: An introduction to information
modelling for researchers, driven by the requirement to iijgemhich
entities should be persistently identified as part of saségagement
planning.

) Research Data Management Plan Exampl&n example of a data
management plan, including consideration of persisidantifier
issues. It includes simulation, clinical, historicaldasurvey data, in
order to capture discipline-specific constraints on fifiers,
particularly with regard to privacy®

195 ANU Data Management Manué008) p30.

196 ANU Data Management Manu&R008) p32. ANU has also released a Data Management Plan
(DMP) template, which is available at: Australian iNa&l University (ANU) Information Literary
Program, Data Management Planning website <http://ilp.anu.edmé&uand Data Management Plan
Template <http://ilp.anu.edu.au/dm/dmp_template.pdf>.

107 hitps://www. pilin.net.au/Welcome/Welcome.h#n26 August 2008.

198 provided by email on 21 August 2008. Thank you to Nick for drigribution.
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Appendix B: Model Provisions for a Data Management Plan
Model provisions for a data management plan are seinoppendix B to this
into digital repositories.

The provisions address issues of access to data, ownefstapa and licensing o
data under a Creative Commons 2.5 Attribution Licence.

guide. They can be used for a plan that facilitatesrbleision of research data

=%
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6  Data Management Toolkit

A Data Management Toolkit (DMT) is a document that pravidactical guidance to
researchers about managing their data in compliandd the project’'s data
management policies and procedures, DMP and the relegattitamework.

A DMT can assist individual researchers in ascertaittieg role and responsibilities
within a research project and with understanding whao ibe done with the data
collected or generated by the project. It informs reseascabout who will be able to
access the data collected by the researchers and hgwntheuse that data. It can
also assist researchers in determining their obligstiboth legal and otherwise, in
relation to the data that they generate or cof&ct.

A DMT can be tailored to different levels of reseagasid researchers. A DMT for a
small research team within a single institution may heedqlifferent from the DMT
for a larger research team that is participating iml&aborative project spread across
a number of institutions:°

A DMT should take the form most accessible to a pit§aesearchers, whether this
is in the form of a textual document, a series of goestidiagrams or multimedia
tools. Irrespective of form, the DMT should enable aesleers to understand:

e the ownership and management issues surrounding data caollecttb
compilation;

e the legal and technical restraints applying to collectgiorage, handling
and use of data; and

e the access, sharing, use and reuse framework for thecpsojlata™*

A Model Data Management Toolkit is set oudippendix C.

199 A Fitzgerald, K Pappalardo and A Austin, “UnderstandirggLegal Implications” (2008).
110 A Fitzgerald, K Pappalardo and A Austin, “UnderstandirggLegal Implications” (2008).
11 See A Fitzgerald and K PappalarBajlding the Infrastructur¢2007) pp256-257.
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FOAK LAW PROJECT

APPENDIX A:

SAMPLE REPOSITORY DEPOSIT LICENCE FOR
RESEARCH DATA

Legal Framework for e-Research Project
and

Open Access to Knowledge (OAK) Law Project
Legal Protocols for Copyright Management: Facilitatiqge® Access to Research at
the National and International Levels

Funded by the Australian Government Department of Education, Employment
and Workplace Relations (DEEWR)

Also available online atittp://www.e-research.law.qut.edu.and
http://www.oaklaw.qut.edu.au

September 2008

QUT

@O0

This work is licensed under an Australian Creative Comsrsttribution-
NonCommercial-ShareAlike 2.5 License
http://creativecommons.org/licenses/by-nc-sa/2.5/au
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DISCLAIMER: PLEASE ENSURE THAT YOU OBTAIN LEGAL ADVICE
BEFORE YOU USE THIS SAMPLE LICENCE. THIS SAMPLE LI CENCE IS
PROVIDED FOR ILLUSTRATIVE PURPOSES ONLY. IT WILL N OT SUIT
ALL LICENSING SITUATIONS AND MAY NEED TO BE RE-DRAF TED TO
MEET THE REQUIREMENTS OF YOUR INSTITUTION.

[Square brackets are used in this Sample Licence to indicate that
information needs to be inserted or that alternativ e terms can be used.
The requested information should be inserted or the option selected or
deleted as appropriate.]

THIS LICENCE is made on:

BETWEEN: [Insert : Name of repository] (“Repository”)

AND: [Insert : Name of person depositing material into repositor y]
(“Depositor”)

RECITALS

A. The Depositor is the owner [or co-owner] of copyright in the research
data that is being deposited into the digital repository or has been
authorised by the owner/s of copyright to deposit the research data into
the digital repository and to make it available under this Licence.

B. The Repository agrees to store the research data in the digital
repository and to make it available for access by other persons on the
terms set out in this Licence.

C. The Repository agrees to make the research data available for access
and viewing in the digital repository and any additional uses permitted
by the Repository Distribution (End-User) Agreement.

D. By entering into this Licence and depositing the research data into the
digital repository, the Depositor does not thereby assign copyright in
the research data.

E. The owner of copyright in the research data reserves the right to make
the research data available in other locations and media.

Interpretation

1. End-User means a person accessing the Item made available by the
Repository in the digital repository.
Item means the research data provided by the Depositor to the
Repository for inclusion in the digital repository, including any metadata
describing the research data, and which is subject to the terms of this
Licence.
Licence means this Repository Deposit Licence.
Repository Distribution (End-User) Agreement means the licence
provided to End-Users under Clause 11(2) of this Licence.

Term of Licence

2. This Licence commences on the day on which it is agreed to by the
parties and continues for the duration of copyright in the Item or until
terminated in accordance with the terms of this Licence.
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Depositor’s Declaration
3. The Depositor declares that the Depositor:
(a) (i) is the owner of copyright in the Item; or
(i) has the permission of the owner/s of copyright to
grant to the Repository and End-Users the rights
granted by this Licence.

Depositor’'s Representations and Warranties
4. (1) The Depositor represents and warrants that:
(@) the Item, to the best of the Depositor’'s knowledge, does
not infringe someone else’s copyright; or
(b) if the Item contains material for which the Depositor does
not own the copyright, the Depositor has:
0] obtained all necessary permissions from the
copyright owner/s to:
1. include the material in the Item;
2. provide the Item to the Repository; and
3. grant to the Repository and End-Users the
rights given under this Licence; and
(i) clearly identified and acknowledged all third-party
owned copyright materials within the content or
metadata of the Item.

(2)  The Depositor warrants that the Item does not contain any
defamatory, offensive or other unlawful matter and makes no
improper invasion of the privacy of any person.

3 The Depositor warrants that neither the execution of this Licence
nor the performance by the Depositor of its obligations under
this Licence will cause the Depositor to be in breach of any
agreement to which the Depositor is a party or is subject.

(4) If the Item is based upon work that has been sponsored or
funded by an agency or organisation other than the Repository,
the Depositor represents that the Depositor has fulfilled any right
of review or other obligation required of the Depositor under the
contract or agreement with that agency or organisation.

Grant of Rights by Depositor to Repository
Copyright
5. Q) In consideration of the Repository storing and making the
Item available through the digital repository, the Depositor
grants to the Repository the non-exclusive right to reproduce,
adapt, publish, communicate and distribute the Item for the
purpose of:
(a) making the Item available in the digital repository
for End-Users to:
(i) access and view the Item; and
(i) make such additional uses of the Item as
permitted under the terms of the Repository
Distribution (End-User) Agreement set out in
Clause 11(2);
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(b) modifying the Item as required for the technical
operation or organisation of the digital repository;
and

(©) making and keeping copies of the Item for use by
the Repository for security, back-up and
preservation.

Depositor’s Rights

6.

1)
(2)

The Depositor reserves the right to use the Item and future
versions in other ways, locations and media.

To avoid doubt, the parties acknowledge that by entering into
this Licence and depositing the Item into the digital repository,
the Depositor does not assign copyright in the Item, in whole or
in part, to the Repository.

Repository’s Warranties and Obligations

7.

1)

The Repository undertakes that it will not alter or deal with the
Item except as permitted by this Licence.

Repository’s Limitation of Liability

8.

(1)

The Repository is not responsible for any mistakes, omissions,
or legal infringements within the Item nor is it obliged to
undertake legal action on the Depositor’s behalf in respect of the
ltem.

Assignment of Depositor’s Rights to a Third Party

9. 1)
[(2)
[(3)

Termination

10. (D)

The Depositor may assign all or any of the Depositor’s rights in
the Item under this Licence [, subject to Clause 9(2) and 9(3)].
Upon assignment of copyright in the Item to a third party, the
Depositor must inform the Repository of the assignment and
provide to the Repository detailed contact information to
facilitate the Repository making contact with the assignee.]
The Depositor agrees that in the event of assigning copyright in
the Item to a third party, the Depositor shall use its best
endeavours to secure from the third party assignee all
necessary rights to enable the Depositor to continue the
operation of this Licence on the basis of:
(@) the Depositor being a licensee of the copyright owner in
the Item; and
(b)  with a view to continuing unaltered the operation of this
Licence.]

The Repository may at any time immediately and without notice
terminate this Licence upon the occurrence of any of the
following events:

(@) where itis discovered that the Item contains or describes
research that has been falsified or produced as a result of
fraudulent or deceptive actions by any person;

(b)  where the Item infringes the legal rights of any third party;
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(2)
3

[(4)

(©) where the Item contains defamatory, offensive,
confidential or culturally sensitive information that
necessitates removal of the Item from the digital
repository; or

(d)  whereitis discovered that the Depositor is not the owner
of copyright or does not have the permission of the
owner/s of copyright in the Item to deposit it into the
digital repository under this Licence.

The Repository shall, upon demand being made by the

Depositor, promptly remove the Item from the digital repository.

The Repository will remove the Item from the digital repository

within 7 days of termination of this Licence, however the

metadata describing the Item will be retained and a copy of the

Item will be archived by the Repository but will not be publicly

accessible.

Where copyright in the Item has been assigned to another party

and the Depositor has been unable, despite its best endeavours

in accordance with Clause 9(3), to secure the rights necessary
to enable the continuing operation of this Licence, this Licence
shall automatically terminate.]

Repository Distribution (End-User) Agreement

11. (1)

(2)

(2)

3

The Depositor authorises the Repository to make the Item
available for access by End-Users for viewing in the digital
repository.

The Depositor authorises the Repository to make the Item
available for use by End-Users in accordance with the terms of
the Creative Commons 2.5 Attribution Licence.

The Repository will take all reasonable steps to ensure that the
terms of this Licence, including the terms of the Repository
Distribution (End-User) Agreement selected by the Depositor
under Clause 11(2), are brought to the attention of End-Users
accessing the Item in the digital repository.

To avoid doubt, this Licence does not extinguish any rights
available to End-Users under the Copyright Act 1968, including
but not limited to fair dealing for personal research or study.

Governing Law
12.  This Licence is governed by the law of the State of [state or territory
in which the repository is located e.g.** Tasmania]

[OPTIONAL CLAUSE — Delete if not required

Depositor’s Indemnity

13. The Depositor indemnifies the Repository against any claim that may
arise regarding the Item, the Repository’s use of the Iltem and any
breach by the Depositor of its obligations, representations and
warranties under this Licence.]
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Execution

O | ACCEPT the terms of this Licence
O 1 DO NOT ACCEPT the terms of this Licence

ATTACHMENT 1

Licence provided by Repository — Clause 11(2)
Creative Commons 2.5 Attribution Licence
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FOAK LAW PROJECT

APPENDIX B:

MODEL PROVISIONS FOR A DATA
MANAGEMENT PLAN

Legal Framework for e-Research Project
and

Open Access to Knowledge (OAK) Law Project
Legal Protocols for Copyright Management: Facilitatiqge® Access to Research at
the National and International Levels

Funded by the Australian Government Department of Education, Employment
and Workplace Relations (DEEWR)

Also available online atittp://www.e-research.law.qut.edu.and
http://www.oaklaw.qut.edu.au

September 2008

@O0

This work is licensed under an Australian Creative Comsmisttribution-
NonCommercial-ShareAlike 2.5 License
http://creativecommons.org/licenses/by-nc-sa/2.5/au
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1. Access and reuse

[Insert name of depositing entity] intends to make its research data available for open
access and use by other researchers and members of tiee jputirtherance of this
goal, [insert name of depositing entity] will deposit its research data infonsert
name of digital repository in which data will be deposited] and make the data
available for access and reuse under a Creative ComPiprgtribution Licence.

2. Ownership

The research data has been generated or compildthsyt name of depositing
entity]’'s employees or contractor§lnsert name of depositing entity] is the owner of
copyright in the research data or has a licence ftentopyright owner to deposit the
data into[insert name of digital repository in which data will be deposited]. Where
copyright in the research data is owned by another ,gansert name of depositing
entity] has obtained all necessary licences and permismmsthe copyright owner
to deposit the data intpnsert name of digital repository in which data will be
deposited] and to make the data available for access and reuse an@Geeative
Commons 2.5 Attribution Licence.

3. Licensing

All data deposited byinsert name of depositing entity] into the [insert name of
digital repository in which data will be deposited] will be made available for access
and reuse under a Creative Commons 2.5 Attribution Leerichis licence grants to
users the rights to copy, distribute and display tha,datbject to inclusion of a notice
in the form specified bjinsert name of depositing entity] attributing[insert name of
depositing entity] and/or its employees or contractors as the originatioitse data.
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FOAK LAW PROJECT

APPENDIX C:

MODEL DATA MANAGEMENT TOOLKIT FOR
RESEARCHERS

Legal Framework for e-Research Project
and

Open Access to Knowledge (OAK) Law Project
Legal Protocols for Copyright Management: Facilitatiqge® Access to Research at
the National and International Levels

Funded by the Australian Government Department of Education, Employment
and Workplace Relations (DEEWR)

Also available online atittp://www.e-research.law.qut.edu.and
http://www.oaklaw.qut.edu.au

September 2008

@O0

This work is licensed under an Australian Creative Comsmisttribution-
NonCommercial-ShareAlike 2.5 License
http://creativecommons.org/licenses/by-nc-sa/2.5/au
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Is your data protected by copyright?

1. Is it a:

[ ] dataset or data compilation?

[ ] database?

[ ] table?

[ ] map?

[ ] photograph?

[ ] other visual image?

[ ] written material (e.g. report, documented observations etc)?
[ ] sound file?

[ ] film recording?

[ ] other multimedia file?

If you ticked any of the boxes above, copyright protection is likely to apply
(proceed to next question)

2. When was it created/compiled?

[ ] <25 years — copyright protection is likely to apply

[ ] <50 years — copyright protection is likely to apply

[ ] > 50 years — copyright protection may apply, or the copyright
term may have elapsed. You may need to discover when
exactly the data was created or compiled.

3. Was it created/compiled in Australia?

[ ] Yes — copyright protection under Australian law is likely to apply

[ ] No — Australian copyright law is unlikely to apply. However,
copyright protection may be accorded under the law of another
jurisdiction.

If applicable, insert description of the data colle cted:
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Who owns the copyright?

62

3.

Who created or compiled the data?

Insert names of person/s here:

Was the data created or compiled by an employee  in the
ordinary course of their employment? [If the data has been
created or compiled by an independent contractor — answer NO
here]

[]No —> Creator/compiler owns copyright

[] Yes —> Employing institution may own copyright

Name of employing institution:

Is there an agreement in place between the emplo yer and any
employees/contractors about copyright ownership?

If yes, insert the relevant terms of the agreement:




4. Are there any other contractual agreements that may affect
copyright ownership (e.g. does your research fundin g agreement

require some/all of the copyright rights (or other rights) to be
invested in the funding organisation)?

If yes, insert the relevant terms of the agreement:

5. Taking into consideration all of the above - who owns copyright?

Insert name/s of copyright owner/s here:
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Open access and open copyright licensing

Is the data to be made openly accessible to the public?

L]

Yes |::> Attach the appropriate open licence

[ ] No I::> Ensure the appropriate restrictions are imposed

(If you selected “Yes” above)

Licence—

[SELECT ONE ONLY OF THE
FOLLOWING LICENCE OPTIONS]

[l

0o o o o o o

Creative Commons Attribution

Licence

Creative Commons Non Commercial
Licence

Creative Commons Attribution Non
Commercial Licence

Creative Commons Share Alike

Licence

Creative Commons Attribution Share
Alike Licence

Creative Commons Attribution Non
Commercial Share Alike Licence

Other Licence — please specify :

(If you selected “No” above)
Restrictions —

Please specify the restrictions that
are imposed on the database so that
your data is kept secure:

(For example — you may state that only
certain classes or groups of people may
access the data; data may be password
protected; or data may be available for
viewing but the database must attach a
copyright notice that the data cannot be
used without first obtaining written
permission.)

Attribution

If you have selected a licence that requires attrib

want your data attributed:

ution, please specify how you
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Confidential information

1. Does the dataset contain confidential informatio n?

[] Yes—Proceed to questions 2 and 3.
[[] No - Skip this section.

2. What confidentiality restrictions have been impo sed?
Restrictions:
3. What safeguards have been put in place to guard

disclosure of the confidential information?

Safeguards:

against
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Will privacy restrictions apply?

1. Does the data collected contain personal informa  tion about an
individual, such as:

[ ] personally identifying information?
[ ] health information?

[] Yes :> The Privacy Act 1998 (Cth)

or the equivalent state
legislation may apply.
Proceed to steps 2 — 5.

[] No ::> Privacy legislation will not

apply. Skip this section.

2. Do you have consent from the person identifiedt o use or disclose

this information?
[] Yes I:> Privacy restrictions will not
apply, provided that the

data is only used or
disclosed within the scope
of the consent. Skip this
section.

[ ] No ::> Privacy restrictions under

the relevant legislation may
apply. Proceed to steps 3
- 5.

3. Has the data been collected or compiled by:
[ ] a Commonwealth government agency or body?

[ ] a private sector organisation?
[ ] employees of a private sector organisation?

The Privacy Act 1988 (Cth) may
::> apply — See your institution’s lawyer
for advice.
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4.

5.

Has the data been collected or compiled by:

[ ] a State or Territory government agency or body?
[ ] a university institution enacted under a State Act?

——>

State or Territory privacy legislation
or protocols may apply — See your
institution’s lawyer for advice.

Take note of which states or
territories are involved in the
research  project and  which
legislation or protocols are likely to
apply. Your institution’s lawyer will
be able to assist in determining
which legislation you need to abide
by.

If privacy obligations apply, what measures have been put in
place to ensure that the relevant data or informati  on is kept

private?

Privacy measures:
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Patents

1. Does the data relate to an invention?

[] Yes |::> Proceed to the next step.

0 No —— >

Skip this section.

2. Do you (or your institution or organisation) wan t to obtain a
patent for the invention to which the data relates?

[ Yes ::> It is essential that take steps to ensure

[0 No C—— >

that the information is not publicly
disclosed. Do not disclose the data to
anyone else without ensuring that it is
properly protected, e.g. under a
confidentiality agreement.

Proceed to the next step.

3. Do you want to share your data and keep the data  free of legal

restrictions?

[] Yes |::> You may want to release your data

] No C—>
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openly (into the public domain), which
may be enough to preclude patent
applications by other parties. Proceed
to next step.

You may want to control access to your
data with an access agreement.
However, you should consider the
benefits of sharing your data.



Contractual obligations

Have you fulfilled all contractual obligations relating to the data?

Obligation

Yes

No

Policy and administrative requirements

Have you fulfilled all policy and administrative requirements within your own

organisation that relate to the data?

Restriction/Obligation

‘es
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Depositing data

1. Do you understand the process for depositing dat a into the
[open access] repository?

[] Yes I::> Proceed to step 2.

] No |::> Contact the repository manager

or the relevant administration staff
member to assist you with the
deposit process.

2. Is the data:
[ ] In the right format for depositing in the repository?
[ ] Appropriately licensed for inclusion in the repository

(e.g. under a Creative Commons 2.5 Attribution
Licence)? (See below)

3. Have you:
[ ] Entered into the Repository Deposit Licence?

[ ] Completed the relevant metadata fields? (See below)
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Licensing information

Example of relevant licensing information:

Title of information product Data Item 1

Custodian organisation University X

Copyright notice © The Research Project 2008

Recommended source The Research Project, University X (2008), Data Item 1
(Study on Climate Change)

Distribution format PDF

URL http://universityx.edu.au/dataitem1

Customers General public, other research groups

Licence Creative Commons: Attribution (BY)

Copyright Statements for Creative Commons Licences:

Creative Commons Symbol
http://creativecommons.org/licenses/by/2.5/au

For example:

Attribution

(Omom

http://creativecommons.org/licenses/by/2.5/au

[optional] For further permissions beyond the scope of this licence, contact ..........

For example:
Copyright Contact Officer/Research Project Manager
Address: University X
GPO Box 111
Brisbane QLD 4001
Email:copyright@universityx.edu.au
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Metadata

Example of relevant metadata information:

Title

Contact
Information

Description
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For example: Data Item 1

Contact Information is the contact details in relation to access
and use.

For example:

Address enquiries regarding the use of this material to:

Copyright Contact Officer/Research Project Manager
Address: University X

GPO Box 111

Brisbane QLD 4001

Email: copyright@universityx.edu.au

The description can include information such as:

an abstract;

geographic coverage, for example - Queensland;
keywords or subject topics to describe the content, for
example — climate change data;

purpose or mandate for the data’s creation, for example to
ascertain the rate of climate change in south east
Queensland by measuring temperatures;

time period that the information was collected in, for
example — data collected during period of April 2008;
quality of the product and inputs to the product, for
example — all data and information in this publication are
believed to be accurate and have come from sources
believed to be reliable;

a unique resource identifier (URL) for the product if
available elsewhere online;

an official identifier, for example — an ISBN (if relevant);
and

the format that the material appears in, for example —
PDF.



Final Checklist

Have you:
[ ] Ascertained whether copyright subsists in the data?
[ ] Determined who owns copyright in the data?
[ ] Licensed the data under an appropriate licence (e.g. a Creative
Commons Attribution Licence), with the consent of the copyright

owner?

[ ] Determined (and specified) how the data is to be attributed by users
under the appropriate licence?

[ ] Determined whether any privacy obligations apply?

[ ] Ascertained whether the dataset contains confidential information
and, if it does, adopted safeguards to prevent its unauthorised
disclosure?

[ ] Determined whether patent law will apply?

[ ] Identified, understood and complied with all your contractual
obligations?

[ ] Satisfied all policy or administrative requirements within your own
organisation?

[ ] Familiarised yourself with the process for depositing data into the
repository and:

[ ] entered into the Repository Deposit Licence?

[ ] completed the relevant metadata fields?
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