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ABSTRACT 

Online technological advances are pioneering the wider distribution of geospatial 

information for general mapping purposes. The use of popular web-based applications, such 

as Google Maps, is ensuring that mapping based applications are becoming commonplace 

amongst Internet users which has facilitated the rapid growth of geo-mashups. These user 

generated creations enable Internet users to aggregate and publish information over specific 

geographical points. This article identifies privacy invasive geo-mashups that involve the 

unauthorized use of personal information, the inadvertent disclosure of personal 

information and invasion of privacy issues. Building on Zittrain�s Privacy 2.0, the author 



contends that first generation information privacy laws, founded on the notions of fair 

information practices or information privacy principles, may have a limited impact 

regarding the resolution of privacy problems arising from privacy invasive geo-mashups. 

Principally because geo-mashups have different patterns of personal information provision, 

collection, storage and use that reflect fundamental changes in the Web 2.0 environment. The 

author concludes by recommending embedded technical and social solutions to minimize 

the risks arising from privacy invasive geo-mashups that could lead to the establishment of 

guidelines for the general protection of privacy in geo-mashups. 

I.      INTRODUCTION 

There are now over one billion Internet users worldwide.[1] The wider availability of high-

speed broadband[2] has facilitated greater levels of information sharing and culminated in the 

second generation of the Internet, often labeled as Web 2.0. Consequently, Internet users now 

create, store and publish more information online.[3] The social networking site, Facebook, 

has published online over fifteen billion photographs uploaded by the site�s user 

community.[4] Facebook publishes an average of 220 million new photographs each week and 

at its busiest; Facebook can publish around 550,000 photographs per second.[5] 



Contemporary Internet environments have propagated new online technologies and sources 

of data, which culminates new technical, social and economic structures. Different types of 

information are now available that can be easily re-composed into new content. The 

increased availability of geospatial information is a prime example. Geobrowsers[6] now 

make it easier for Internet users to create geo-mashups, individualized and specialized maps 

that use freely available, or user generated information. For the purpose of this article, a geo-

mashup[7] is defined as an information system that combines one or more data streams that is 

overlaid on an online geographical interface, to create original content.[8]  

The numbers of geo-mashups continue to rise inexorably. In mid-2005, the leading UK 

mapping website at that time, MultiMap had 7.3 million visitors and 47 million visitors used 

the leading USA equivalent, MapQuest.[9] In 2007, following the introduction into the market 

by Google, an estimated 71.5 million users visited Google Maps and a further 22.7 used 

Google Earth.[10] In the same year, an estimated 50,000 new websites had a Google Maps 

component Google Maps.[11] 

The rapid growth of geo-mashups highlights the shift from one directional, information 

provision in Web 1.0 to the bi directional collaboration and interaction of Web 2.0.[12] This 

change has brought with it, a concomitant set of new privacy concerns. Zittrain categorizes 



these new privacy problems as Privacy 2.0 and provides a cogent argument for the 

application of new ways to think about privacy in �the generative Internet�.[13] He argues 

that innovative applications of privacy protection are required that transcend the first 

generation of privacy laws which focus explicitly on information privacy and the regulation 

of organizational activities related to the collection, storage and use of personal information. 

First generation limits arise in Web 2.0 structures because new data relationships emerge 

from the active participation of individual Internet users as well as governmental or 

corporate bodies. Using Zittrain�s work[14], the author contends that threats arising from 

privacy invasive geo-mashups require the implantation of effective protections in the fabric 

of technical and social structures that surpass the legislative limits and the regulatory 

capabilities of first generation laws.  

Part II highlights Web 2.0 growth and the rise of geo-mashups. Two types of geo-mashup are 

identified: location and function oriented. Part III identifies a small number of privacy 

invasive geo-mashups that have given rise, or have the potential to give rise, to privacy 

concerns. Part IV details Zittrain�s Privacy 2.0 and examines his criticism of first generation 

information privacy laws in light of changing information relationships. Part V, applies key 



principles of Privacy 2.0 to a privacy invasive geo-mashup to highlight the limits of first 

generation information privacy laws. Part VI recommends Privacy 2.0 based technical and 

social solutions to mitigate the negative effects of privacy invasive geo-mashups. Finally, in 

Part VII, the author concludes by calling for the development of Privacy Standards for Geo-

mashups that would balance the requirements of continued geo-mashup innovation with the 

advancement of effective privacy protections against privacy invasive geo-mashups. 

II.   WEB 2.0 AND GEO-MASHUPS  

A brainstorming session at the Medialive International Conference in 2005 provided the first 

definition of the term �Web 2.0". The purpose of the conference was to identify the common 

effects of technologies that survived and flourished the �dot.com� crash of the late 

1990�s.[15] The conceptual basis of the phenomenon that Web 2.0 describes varies,[16] but for 

the purposes of this paper it is defined as  



�a set of social, economic and technology trends that collectively form the basis for 

the next generation of the Internet � a more mature, distinct medium characterized 

by user participation, openness, and network effects.�[17]  

The key ideals of Web 2.0 reflect the use of the Internet to foster greater user participation, to 

increase openness and to enhance sharing through a more decentralized structure. [18] The 

effect of Web 2.0 has been manifold in terms of technological, economic and social 

developments.[19] Regarding technology, Web 2.0 has been a transformative impetus for the 

expansion of new technologies that concentrate on the delivery of information based online 

services to individual or collective Internet users rather than the provision of software to 

individual computer users.[20] For example, the makers of high quality word processing 

software geared their products towards individual personal computers and governed 

software use through specific license agreements. Now, such software is now freely available 

over the Internet.[21] In economic terms, shifting technology patterns fostered a change in how 

online technology providers perceived Internet users. Companies realized that greater user 

involvement through active participation in product development, adds value to the 

enduring expansion of �perpetual beta technologies�.[22] Internet users were not just 



content consumers, but they were now content producers.[23] Online software companies 

tailored designs to match Internet user needs through new information exchange channels 

that led to the greater sharing of knowledge.[24] Successful Web 2.0 companies exploited the 

collective intelligence of web communities through customer interaction and facilitated 

collaboration with Internet users.[25]  

The change of Internet users from passive content consumers to active co-producers heralds 

the most significant social modification caused by Web 2.0. New technologies provided a 

foundation for the rapid escalation in the amount of user generated content published 

online.[26] New modes of online service delivery enabled the collection and publication of 

information from mobile devices that made Internet user participation more relevant and 

instantaneous.[27] The use of everyday consumer devices, such as digital cameras and mobile 

phones, as mobile information collectors, enabled the incorporation of geographical elements 

with the publication of user generated content.[28] For the first time, it was easy to combine 

and share disparate sets of information, related to specific geographical locations, with other 

users via publication on the Internet.[29] The sharing of user geographical information 

spawned a user-based, geo-mashup cottage industry fueled by the arrival of user-friendly, 

online mapping interfaces that facilitated the production of geo-mashups.  



Free and easy to use geo-browsers such as Google Maps,[30] and to a lesser extent, Yahoo 

Maps,[31] Microsoft Live Maps[32] and NASA�s Worldwind[33] provided a platform for non-

technical users to overlay information on mapping interfaces to create geo-mashups[34]. The 

geo-browsers present a geospatial and visual representation of the world that is accessible 

via the Internet to integrate different types of data with specific geographical locations. In 

terms of geo-mashup technical development, application programming interfaces (APIs) 

have been the key enhancement.[35]  

APIs are largely responsible for the growing popularity of mashups as they are able to 

combine different sources of publicly available data and provide an interface, either free or 

for a cost recovery charge, for different services based on data supplied by multiple 

providers.[36] As regards geo-mashups, APIs have facilitated third party online services by 

making the aggregation of different sets of information easier and have made the publication 

of overlays onto geo-browsers a relatively simple matter.[37] Because they are relatively easy 

to use, APIs have made application development more accessible and have enabled a wider 

community of Internet users to create, share and publish geographic information.[38] Internet 

users could now easily aggregate cartographic data with geo-tagged,[39] individual user 

knowledge, such as a photo of a certain place or an advert for a business.[40] For example, 



software engineer Paul Rademacher created HousingMaps.com[41], one of the first web 

mashups[42], in 2005, when he aggregated a list of San Francisco real estate properties for sale, 

from the Craigslist website, with Google Maps, using residential address information as the 

aggregation point for the map overlay.[43] In the same year, Scipionus.com[44] highlighted the 

potential social benefits of geo-mashups following the aftermath of Hurricanes� Katrina, 

Rita and Wilma in New Orleans, Louisiana and Florida respectively. Scipionus.com 

produced an interactive map of the disasters, populated by Internet users on the ground, 

which provided helpful and important information to other Internet users and for 

government authorities involved in rescue and relief.[45] Internet users added notes to 

locations on Google Maps that enabled residents of affected areas to enquire, and receive 

information, about missing persons and about the status of their homes and communities.[46]  

Whilst the use of APIs have enhanced the interoperability of different data sets, the other key 

factor in the growth of geo-mashups has been the greater availability of information in forms 

that can be readily used for geospatial aggregation purposes.[47] One of the key social effects 

of the previous decade has been the wider availability of geographic and statistical 

information, and more importantly, the greater willingness of organizations to share their 

data, either free, or for fees that enable and encourage innovation.[48] As highlighted above, 



Internet users have also been more willing to share their information with other users for 

geo-mashup purposes.[49]  

User provided information for mapping purposes has been categorized as volunteered 

geographic information (VGI)[50] and is seen as part of the wider ambit of Neogeography[51] or 

GIS/2.[52] Technologies, such as Global Positioning Systems (GPS) and Radio Frequency 

Identification (RFID), in widespread consumer devices such as mobile phones, palmtops, 

satellite navigation systems and digital cameras has made the proliferation of VGI� 

possible. It is now possible for an Internet user to plot their destination in line with the use of 

their consumer goods.[53] For example, digital cameras or mobile phones with inbuilt GPS can 

automatically provide a latitude and longitude reading for any photograph taken on the 

device. Not only has this enhanced a user�s ability to record a wealth of new geographically 

related information, but it has also had the effect of making human beings geographical 

sensors.[54] For example, geo-mashups now exist for cyclists to share information about cycle 

routes,[55] for runners to plan details of running routes[56] and for anglers to reveal the sites of 

secret fishing holes.[57] 



These geo-mashups are defined as location oriented geo-mashups because they allow users 

to provide or upload information relating to a specific geographical location. Other geo-

mashups that fall within this category include Wikimapia.com[58] that provides a vetted 

service where users can provide descriptions of places of interest along with geographic 

coordinates, as long as the comments meet specified criteria[59] and Flickr[60] the photography-

publishing website that allows users to geotag uploaded photos to a specific location. 

Furthermore, Platial.com, [61] is a social networking site where users can provide comments or 

maps related to geographic points or their experiences around specific geographic points and 

Placeopedia.com[62] overlays information published on Wikipedia over a geographic location. 

Finally, Openstreetmap[63] is an open access street map of the world in which users populate 

information about specific locations. 

Another type is function-oriented geo-mashups. These geo-mashups overlay information 

with a mapping interface to provide a geographical context related to a specific publication 

purpose. For example, the London Profiler[64] geo-mashup provides a range of statistical and 

public data on London boroughs and Who Is Sick[65] provides user generated information 

about illnesses contracted by individuals in geographical areas. Furthermore, the Tunisian 

Prison Map[66] geo-mashup provides the location of prisons in Tunisia and details human 



rights violations of prisoners held within those prisons and Topobiographies of the Catalan 

Exile[67] tracks exiles who fled from Spain during the Spanish Civil War. The One Big Thing[68] 

geo-mashup provides information on the US Federal Government�s stimulation package 

spending and Antenna Search[69] provides the location of mobile phone antenna masts 

anywhere in the USA. Finally, the Hospital Rankings[70] geo-mashup provides quality 

assurance information of US hospitals based on type of illness. 

The author contends that function oriented geo-mashups can particularly give rise to privacy 

concerns because of how they use both personal and non-personal information with a 

residential address, as shown in the next part of the article.  

III.           PRIVACY-INVASIVE GEO-MASHUPS  

A small number of geo-mashups have created, or have the potential to create, privacy 

concerns that involve the unauthorized use of personal information, the inadvertent 

disclosure of personal information and invasion of privacy issues. Geo-mashups that give 

rise to privacy issues are labeled privacy invasive geo-mashups because they able to intrude 

into an individual�s privacy.[71] The definition of a privacy invasive geo-mashup is 



intentionally broad to transcend privacy issues based solely on personal information use. 

The author agrees with Solove that a conception of privacy based purely on control over 

information only partially captures the problems that arise from increased use of personal 

information[72]. For the sake of completeness, privacy protection is defined as the �process of 

finding appropriate balances between privacy and multiple competing interests�.[73] That 

said, however, as this article is an introduction to the concept of privacy invasive geo-

mashups and the limits of first generation information privacy laws, the author concentrates 

mostly on issues that arise from the use and re-use of personal information.�  

It is also important to concede that the small number of privacy invasive geo-mashups 

detailed is a minuscule fraction of the total number of geo-mashups currently published on 

the Internet. Whilst the examples may not be representative of the total geo-mashup 

population, they nonetheless provide clear indications of the types of problems that can 

emerge and emphasize the capacity privacy invasive geo-mashups have to affect a large 

number of individuals, [74] as evidenced by the first example.  



                                                                                 A.           UNAUTHORIZED USE OF PERSONAL 

INFORMATION  

In this sub-section, two geo-mashup examples are used to demonstrate concerns involving 

the unauthorized publication of personal information. The first gave rise to actual privacy 

problems whereas the second could have caused privacy concerns if published. The first 

example entails the membership list of the British National Party and gives rise to serious 

privacy concerns as identified later parts of this article. 

         1.         BRITISH NATIONAL PARTY MEMBERSHIP LIST 

The British National Party[75] �(BNP) is a nationalist political party based in the United 

Kingdom.[76] The BNP contends that it is a legitimate democratic organization despite its 

historical background, which has links to racially related and politically motivated violence 

and involvement with far-right paramilitary groups, both in the UK and overseas.[77] Despite 

attempts at political legitimization, BNP policies remain fervently right wing.[78] Rank-and-

file membership of the BNP is therefore a sensitive issue especially as some professions 

preclude membership of the party[79].  



On November 18 2008, a disgruntled former BNP employee published the 12,000 plus party 

membership list on the Internet.[80] Previously, five individuals acquired the membership list 

without authorization in April 2008. The BNP obtained an injunction against them, which 

prohibited the publication of the list and ordered the destruction of any copies.[81] The 

membership list was nonetheless disseminated in November and published details included 

names, addresses, telephone numbers, email addresses and in some cases, employment 

details. The list also included the names and ages of children who have become members of 

the party after a parent had taken out a family membership, and several people who have 

joined the party at the age of 16.[82] Moreover, the BNP admitted that the list was outdated as 

it included the names of persons who had never been party members.[83] Dyfed Powys Police 

arrested and charged two persons with criminal offences under the Data Protection Act 1998, 

in a joint investigation with the Information Commissioner�s Office, regarding the 

publication of the list.[84]  

Wikileaks,[85] a website that publishes anonymous submissions of sensitive corporate or 

government material[86] published the membership list on the Internet. Different 

organizations and individuals, used bit torrent and social networking websites,[87] to copy 

and disseminate the list further. More importantly, in terms of this article, both media 



organizations and individuals used the membership list to create geo-mashups based on its 

content. For example, the Times provided an overlay of the BNP membership list on Google 

Maps to highlight postcode areas where BNP membership was at its highest.[88] Bubbles 

represented different postcode districts and different colored bubbles represented the 

density of BNP members in the postcode district.[89] The Guardian produced a similar geo-

mashup showing the population density of BNP members by political constituency rather 

than postcode.[90]  

Individual Internet users also created BNP geo-mashups. For instance, the �BNP Near Me� 

geo-mashup[91] initially used single red pinpoints to represent the location of BNP members 

by postcode. However, unlike the Times geo-mashup, the use of the red pinpoints gave a 

misleading impression as they inadvertently singled out an individual residential property 

on Google Maps even though the pinpoint represented a postcode district. The creator of the 

�BNP Near Me� subsequently altered the geo-mashup after he received voluble criticism 

about the apparent misrepresentation of postcode information.[92] Red heat spots, replaced 

the pinpoints, and provided a representation of postcode area without highlighting an 

individual property. Another BNP membership list geo-mashup is the �BNP Member 



Proximity Search�.[93] An Internet user is required to enter a postcode into a search field and 

another webpage details those BNP members who reside within a two-mile radius of the 

entered postcode. Unlike the other BNP membership geo-mashups, the Proximity Search 

geo-mashup provides both postcode and name of BNP members. Additionally, another 

webpage, linked to the hyperlinked postcode, directs a user to Google Maps, which 

pinpoints a specific residential property.  

The unauthorized release of the BNP membership list has had some serious consequences. 

Some BNP members have had their employment terminated[94] or have received death 

threats[95] and in one instance, a car belonging to the neighbor of a BNP member was 

mistakenly petrol bombed.[96]  

         2.         AMAZON.COM�S WISH LISTS & DATA MINING 

In January 2006, Tom Owad published an article on the Applefritter website about 

governmental use of data mining techniques.[97] Owad highlighted that large amounts of 

information can be easily data mined using readily available, home computer equipment. 

The purpose of his research was to highlight how much data mining the US Government 

could undertake with its much larger computing capabilities and information accessing 



powers. For instance, section 215 of the Patriot Act,[98] allows the Federal Bureau of 

Investigations (FBI) to obtain a court order, without probable cause, from the Foreign 

Intelligence Surveillance Act Court regarding the production of "any tangible things 

(including books, record, papers, documents, and other items) for an authorized 

investigation to protect against terrorism or clandestine intelligence activities".[99] The 

legislation defines "any tangible thing" to include books withdrawn from a library.[100] In 

keeping with the nature and content of the Patriot Act, Owad conducted his experiment on 

wish lists created on the book-selling website Amazon.com.[101] Users can create an Amazon 

wish list as a guide for potential, future gift ideas[102] and by default, Amazon makes the wish 

lists public to anyone who conducts a search by name.[103] 

It is also possible to send an item direct to the wish list creator if he or she has entered a 

shipping address. However, the downloadable wish lists only include city and state 

information and the full shipping address remains private.[104] Due to Amazon�s popularity, 

a vast number of wish lists exist, and whilst it is not possible to search for a particular person 

in an index, it is possible to conduct a search by a particular forename, such as �Mark�. 

Owad retrieved over 120,000 wish lists by using this type of search.[105] Owad then conducted 



a search on an unspecified, yet common, forename and downloaded 260,000 wish lists of US 

citizens. Owad selected some potentially subversive books and searched the wish list data to 

see who had chosen them.�  

The retrieved wish lists included forename but not street address. Owad was able to cross-

reference the wish list names with Yahoo People Search[106] to obtain an address and 

telephone number of those people listed.[107] Owad then created a geo-mashup by overlaying 

the wish list information, with street addresses retrieved from Yahoo People Search over 

Google Maps. However, whilst the option was technically available to match an individual 

wish list entry by address to a specific satellite image of a home on Google Maps, Owad 

decided against this on the basis that it would be extreme and potentially lead to an invasion 

of an individual�s privacy.[108] Instead, Owad used city names and states as the basis for 

geographical aggregation. The Amazon subversive book geo-mashup nonetheless shows the 

issues that can arise from the unauthorized aggregation of information with a residential 

address. 

                               B.      INADVERTENT DISCLOSURE OF PERSONAL & 

SENSITIVE INFORMATION  



The following sub-section examines two geo-mashup examples featuring the inadvertent 

disclosure of personal or sensitive information. The first involves the publication of crime 

statistics and the use of Google Streetview and the second entails the use of Google�s My 

Maps function to create and publish user generated geo-mashups. 

         1.         CRIME MAPS 

One of the first geo-mashup incarnations was the Chicago Crime Maps website[109], which 

overlaid crime statistics and information from the Chicago Police Department over Google 

Maps. The resultant geo-mashup was seen as �a profoundly civic-minded utility: a light GIS 

built by a single citizen that takes one base map and a freely available store of data and 

makes meaning of the two in ways that can easily reach members of that community�.[110] 

The success of Chicago Crime Maps spawned a number of different crime related geo-

mashups by law enforcement authorities and by individuals. For example, the Los Angeles 

Police Department offers a crime map that provides up to date information on crimes in the 

city.[111] On a wider scale, Crime Reports[112] works with 468 different law enforcement 

agencies that provide the website with details of latest crimes. Crime Reports then geo-code 



the crime data and send email alerts to users who have requested updated information from 

a specific agency. Crime Reports then overlays crime data on a Google Map and pinpoints to 

a specific location.[113] However, Crime Reports protects the privacy of crime victims by 

ensuring that  

Law enforcement agencies remove victim identification as part of the data 

publishing process. In addition, we help protect victim identities by converting the 

exact street addresses to the "block level". For example, the address "1486 Lincoln 

Avenue" would be mapped and displayed as "1400 block of Lincoln Avenue".[114] 

The Metropolitan Police�s crime map of London also highlights the sensitivity inherent in 

the wider reporting of crime statistics.[115] Unlike their US counterparts, the Metropolitan 

Police will only release information of crimes at a borough or ward level rather than an 

individual street or location. Media organizations have also provided similar geo-

mashups[116]. The LA Times Homicide Map[117] details every homicide in Los Angeles County. 

An Internet user can view murders committed in a particular location or can click on the 

name of a murder victim and a Google Map pinpoints the location of the crime. An Internet 

user can then click on the pinpoint tag for the crime, which is hyperlinked to the LA Times 



Blog, The Homicide Report for more details and user comments.[118] However, whilst Google 

Maps tags the pinpoint to a specific property, it is unclear whether this is the actual address 

of the crime or whether it is representative of a wider aggregation source, such as zip code.  

Spotcrime[119] is similar in concept to the geo-mashups highlighted above. Like Crime 

Reports, the geo-mashup uses crime statistics but it also has an option for Internet users to 

provide details of certain crimes.[120] These crimes are searchable on the SpotCrime website 

along with user-supplied information. Spotcrime acknowledges the sensitivity in the 

reporting of crimes by partially redacting address information.[121] An Internet user can click 

on a reported crime to open a new webpage, which supplies a zoomed in version of the geo-

mashup that provides basic crime details, such as the type of crime, the case number and the 

partially redacted address. The webpage also activates Google Streetview[122] and it provides 

a ground level photo image of the geo-tagged residential property.  

The use of Google Streetview can give rise to privacy concerns relating to sensitive crimes, 

particularly rape. A user cannot search for rape related crimes on SpotCrime because it is not 

one of the searchable categories. It is unclear whether SpotCrime intends to report rape 

crimes because they are not categorized by their own searchable group. However, the author 

discovered one report of a rape crime in the Los Angeles area, which was classified as an 



�assault� in SpotCrime, in which the street address was redacted but the street number 

was clearly visible on Google Streetview,[123] thus making the redaction of street address 

redundant. The residential property highlighted by Google Streetview is a small apartment 

block that appears to have a limited number of apartments, which could make it easier to 

identify the victim.  

         2.         GOOGLE�S MY MAPS  

In November 2008, 37 schools in Japan inadvertently disclosed the personal information of 

980 school students on Google Maps.[124] In Japan, it is customary for teachers to visit the 

homes of pupils who are about to start a new school. Several teachers of primary and 

secondary school pupils used the My Maps[125] feature on Google Maps to ascertain directions 

and to record certain information about the pupils, such as name and telephone numbers. 

The teachers� tagged residential addresses with information provided by the pupil and 

used My Maps as a convenient tool to find the quickest route from one pupil's house to 

another. A vice principal of one of the schools in the affected areas was quoted as follows 



�For teachers unfamiliar with local geography, it can be a hard job tracking down 

each student�s home on foot. So Google Maps is a convenient tool for finding 

houses and creating lists of locations just by inputting the relevant addresses�.[126] 

The teachers believed that the maps created for the home visits were only accessible by 

themselves but in fact, the maps, and the pupil�s information, were accessible to the public. 

The My Maps default setting is to set to make information available to the public unless the 

map creator says otherwise.[127] Once the teachers realized their mistake, they tried to delete 

the pupils� information but found that they were unable to do so. The teachers� tried 

several times to delete the customized maps but to no avail. Google stores My Maps 

information on two or more different servers and deletion problems occurred because a data 

record remained on one server even if a user has deleted it from another.[128] Companies and 

hospitals in Japan have also encountered similar issues using My Maps. Sega the Tokyo-

based video game maker, discovered personal information from 115 job applications was 

accessible to the public and a Nagoya hospital revealed the names, and personal information 

of patients receiving artificial dialysis.[129] 



                                                                                                                                                C.      INVASIONS OF PRIVACY 

The last example involves the more general notion of invasions of individual privacy, which 

is defined as the wrongful intrusion by individuals into private affairs with which the public 

has no concern.[130] Two examples below highlight general concerns of invasions of 

privacy.[131] 

         1.         CELEBRITY TRACKING  

In 2006, the media gossip website, Gawker[132] launched a Google Maps based geo-mashup 

called Gawker Stalker.[133] Internet users pinpoint and record the location of celebrity 

sightings in either New York or Los Angeles.[134] Gawker aims to update a celebrity sighting 

within fifteen minutes of receiving it.[135] A person can text or email Gawker and provide 

them with details of the celebrity sighting, such as location, time, date and other information 

such as how the celebrity looked and who they were with at the time of the sighting. The 

user provided information is then aggregated with Google Maps. An Internet user can click 

on a hotspot listed on the Gawker geo-mashup to view the latest celebrity listings or click on 

a particular celebrity to view all of the sightings provided by Gawker contributors.  



Not surprisingly, Gawker Stalker has been subject to some criticism regarding the privacy 

and the safety of those celebrities sighted. Dominic Knight, a journalist of the Sydney 

Morning Herald [newspaper in Australia], stated in his news blog 

In particular, it [Gawker Stalker] seems like a fantastic way to put mentally ill 

people in touch with the famous people they want to stab. One of the sightings on 

there at the moment is Christian Slater coming out of the Dakota � the same 

building John Lennon lived in when he was shot by a crazy fan.[136] 

Jeff McIntyre a reporter for the Canadian Broadcasting Corporation also writes  

The immediate media response has been loud and contagious, with publicists and 

celebrities expressing shock and disdain. Not only do the pinpointed map 

coordinates constitute a new invasion of privacy, they insist, but Gawker Stalker is 

potentially fomenting a DIY paparazzi movement.[137] 

As presaged in the McIntyre article, celebrities themselves have responded with some angst 

at the prospect of having their whereabouts tracked. Stan Rosenfield, who represents the 

interests of George Clooney, amongst others, has highlighted issues regarding the provision 

of information about individuals 



It's [Gawker Stalker] conceptually bad because it provides information to people 

that they don't need to have," he says. "There's a reasonable expectation of privacy 

that anyone has � you, me or someone who makes $200 billion. This is why people 

have unlisted phone numbers.[138] 

The geo-mashup tracking phenomenon does not just involve high profile celebrities as it has 

also involved �urban eccentrics�.[139] For example, FindHeMan[140] allows Internet users to 

tracks the whereabouts of a well-known Manhattan resident �who bears a distinct 

resemblance to the comic book hero�, He Man.[141] Users are asked to email the FindHeMan 

website with updates of latest sightings[142]. Once received, the geo-mashup aggregates the 

latest observation onto a Platial map showing the location sighting of �He-Man�.[143] 

Spiegel also reports about a site called the Seattle Notables, which is similar to FindHeMan, 

allows users to track the whereabouts of readily identifiable, local individuals.[144]  

In a slightly different vein to tracking the activities of celebrities or well-known local persons, 

the Celebrity Maps[145] geo-mashup shows Internet users where well known celebrities reside. 

The geo-mashup overlays residential address information on top of a Google Map to 



pinpoint the homes of celebrities.[146] Internet users enter a surname in the search field and 

the geo-mashup returns a list of celebrities with that surname. A user then clicks on a 

particular celebrity and the geo-mashup aggregates the name of the celebrity, along with the 

celebrity�s residential address, over the corresponding geographical point on Google Maps.  

                                                                                                                                          D.      SUMMARY ANALYSIS 

Privacy concerns arise in privacy invasive geo-mashups involve the interlinking of personal 

information misuse and invasions of individual privacy. Regarding the latter, geo-mashups 

such as Gawker Stalker clearly cause concern. Putting aside, the legal and policy sentiments 

regarding the privacy of celebrities, it does not take a major stretch of imagination to see how 

a similar tracking geo-mashup could be developed as a means to bully an ordinary 

individual by constant tracking and surveillance[147] or to marginalize further, already 

marginalized communities[148].  

The issues involving personal information misuse are equally complex. The Japanese My 

Maps geo-mashup showed how easy it is to publish personal information inadvertently on 

geo-mashups. It also demonstrates the complex issues involved in the removal of 

information after publication. Those problems were also borne out by the BNP geo-mashup. 



The common concern that all the geo-mashups share, albeit Gawker Stalker to a lesser extent, 

is the aggregation of information, particularly personal information, with a residential 

address, that can lead to the identity of an individual, based on the information provided 

and the address location. Addresses are therefore an important aspect of the regulation of 

privacy in geo-mashups. 

However, is an address itself personal information and therefore subject to privacy laws? 

The recent Australian Law Reform Commission (ALRC) review of privacy[149] analyzed the 

complexities that emerge when trying to define an address as personal information  

3.139 In the ALRC�s view, information that simply allows an individual to be 

contacted�such as a phone number, a street address or an IP address�in isolation, 

would not fall within the proposed definition of �personal information�. The 

Privacy Act is not intended to implement an unqualified �right to be let alone�. 

Contact information may become �personal information� in certain contexts, for 

example, once a mobile number is linked to a particular individual or the number 

can reasonably be linked to a particular individual. If an agency or organization can 



reasonably ascertain the identities of direct mail recipients by linking data in the 

address database with particular names in the same or another database, that 

information is �personal information� and should be treated as such. 

3.140 As information accretes around a point of contact such as a telephone 

number, an address, an email address or an IP address, it will become possible to 

link that information to a particular individual, to contact or affect that individual 

or to target the individual, for example, with advertising material. Once this occurs, 

that information becomes �personal information� for the purposes of the Privacy 

Act.[150] 

The ALRC state where an individual�s address presents with other information, which 

relates to that individual, then the likelihood that an individual�s identity can be reasonably 

ascertained increases, especially if that individual can then be contacted. Thus, the character 

of the information set as a whole tilts toward �personal information�. From an information 

privacy[151] perspective, addresses can act as an identifier to link different data sets together. 

Linking datasets increases the likelihood that the identity of the subject is ascertainable from 



the set as a whole. The status of information as �personal information� therefore has an 

important element of context, i.e., the context and inter-relationship of each of the available 

information components and the extent to which they collectively make identification 

possible. 

In terms of geo-mashups and identification, it is important to look beyond the limited notion 

of identity as the ability to name, and thus identify an individual. Instead, it is more 

appropriate to refer to a wider societal identity of a person as a constituent of the various 

wanted and unwanted meta-societies we live in, such as a member of the BNP, a reader of 

�subversive� books or a rape victim. Residential addresses provide access to ourselves by 

the ability to link the sensitive constituent meta-societies we reside in, to our identity, which 

can then be made available to a wider audience, outside the parameters of the meta-

societies[152]. 

This brief discussion of the status of addresses highlights the limits of statutory privacy 

protection founded solely on the concept of information privacy and the overt focus on the 

collection and use of personal information. As highlighted in the next part, privacy invasive 

geo-mashups challenge the effectiveness of fair and lawful regulation of personal 



information exchange, based on the notion of fair information principles or practices. The 

next part of the article will draw on Zittrain�s Privacy 2.0 as a framework to highlight the 

difficulties that first generation privacy laws have regarding the regulation of privacy in Web 

2.0 and with geo-mashups in particular.  

IV.           PRIVACY 2.0  

In his 2008 article, Privacy 2.0, Zittrain contends that the unique issues raised by the 

generative web require new privacy solutions because first generation information privacy 

laws are fast becoming defunct against the issues arising from generativity[153]. Information 

privacy laws are concerned with regulating the relationship between individuals and 

powerful organizations about the provision and use of personal information. In new online 

structures, individuals, as well as organizations, collect and use personal information. 

Building on Zittrain�s work, this part of the article will outline the foundations and legal 

principles of first generation information privacy laws before detailing Zittrain�s criticism 

of first generation laws. 



                                                  A.          THE FOUNDATIONS & LEGAL PRINCIPLES OF 

FIRST GENERATION INFORMATION PRIVACY LAWS 

Zittrain highlights the rise of privacy concerns in the 1970�s generated by the advent of new 

computing technologies that enabled organizations to automate the collection of personal 

and non-personal information from individuals. Three key reports and international 

instruments, from the early 1970�s, through to the early 1980�s, were instrumental in the 

development of first generation information privacy laws and thus addressed rising societal, 

governmental and institutional concern.[154] 

In 1973, the US Department of Health, Education and Welfare produced a report entitled 

Records, Computers and the Rights of Citizens (the HEW Report). The Hew Report�s 

central apprehension was the relationship between individuals and recordkeeping 

organizations in relation to the �growing concern about the harmful consequences that may 

result from uncontrolled application of computer and telecommunications technology to the 

collection, storage, and use of data about individual citizens�.[155] The Report attempted to 



find a balance between the organizational benefits arising from the enhanced efficiencies of 

automated personal data processing and the potential infringement of personal liberties from 

impersonal data collection.[156] The balance was achievable through the concept of mutuality 

and by providing a degree of individual control over the collection of, access to, and 

disclosure of, an individual�s personal information.  

An individual's personal privacy is directly affected by the kind of disclosure and 

use made of identifiable information about him in a record. A record containing 

information about an individual in identifiable form must, therefore, be governed 

by procedures that afford the individual a right to participate in deciding what the 

content of the record will be, and what disclosure and use will be made of the 

identifiable information in it. Any recording, disclosure, and use of identifiable 

personal information not governed by such procedures must be proscribed as an 

unfair information practice unless such recording, disclosure or use is specifically 

authorized by law.[157]  

The Report concluded that existing laws provided inadequate protection of individual 

privacy against potential record-keeping abuses and recommended the establishment of a 



Federal �Code of Fair Information Practice� for all automated data systems.[158] The HEW 

Report�s recommendations led to the enactment of the Privacy Act 1974 (US)[159] which 

established the recommended Code of Fair Information Practice for Federal Government 

agencies.[160] These five core principles of fair information practice are the: 

     1.         Notice/Awareness principle requires organizations to give an individual clear notice 

about information practices before personal information is collected; 

     2.         Choice/Consent principle provides an individual the opportunity to consent to 

secondary uses of their information;  

     3.         Access/Participation principle ensures that an individual is able to access data about 

themselves to ensure that data is accurate and complete; 

     4.         Integrity/Security principle obliges an organization that collects personal data to take 

reasonable steps to ensure that the data is accurate and is held in a secure 

environment; and 

     5.         Enforcement/Redress principle provides an individual with the means to enforce a 

breach of the principles. 



During the same period, the Council of Ministers of the Council of Europe adopted two 

resolutions that concerned the protection of individual privacy arising from personal 

information held in private and public sector databases.[161] The resolutions were the 

instigator of a more substantial legal instrument to ensure adequate individual protections 

whilst enhancing the free trade of member countries.[162] In 1981, the Council of Europe 

formally adopted the Convention for the Protection of Individuals with regard to Automatic 

Processing of Personal Data[163] that extended the ambit of the previous Council Resolutions. 

The Convention was intended as a catalyst to encourage and guide state legislative 

initiatives rather than to provide a readily implementable set of data protection rules and 

regulations,[164] as exemplified by the generality of the Convention�s principles, namely, that 

personal information is to be  

     1.         Collected and processed in a fairly and lawful manner; 

     2.         Only stored for specified purposes; 

     3.         �Only used in ways that are compatible with those specified at the point of data 

collection; 

     4.         Adequate, relevant and not excessive in relation to the purpose of data collection; 



     5.         Accurate and where necessary kept up-to-date; 

     6.         Preserved in identifiable form for no longer than is necessary 

     7.         Kept adequately secure; and 

     8.          Accessible by individuals who have rights of rectification and erasure.[165] 

Fourteen years later the European Community adopted the Directive on the Protection of 

Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such 

Data[166] to create an EU wide regime that sets governance rules for member states to 

follow.[167] 

The Organization for Economic Cooperation and Development�s (OECD) Guidelines on the 

Protection of Privacy and Transborder Flows of Personal Data[168] crystallized transnational 

improvements in 1980. The OECD recognized that the 1970�s were an intensive period of 

legislative investigation and activity about the protection of privacy with respect to the 

collection and use of personal information. Member countries of the OECD had a common 

interest in the protection of individual privacy and in the reconciliation of fundamental and 

competing values involved in automatic data processing and transborder flows of personal 

information.[169]  



For this reason, OECD Member countries considered it necessary to develop 

Guidelines, which would help to harmonize national privacy legislation and, while 

upholding such human rights, would at the same time prevent interruptions in 

international flows of data. They represent a consensus on basic principles that can 

be built into existing national legislation, or serve as a basis for legislation in those 

countries which do not yet have it.[170] 

As with the HEW Report, and the Council of Europe Convention, the OECD Guidelines were 

concerned with the maintenance of balance. On this occasion, the balance was between the 

harmonization of different legislation to protect privacy and to preserve the integrity of 

transborder flows of personal information. The Guidelines were therefore an attempt to 

reduce the restrictions that inhibited the transfer of personal information and to strengthen 

the free information flow between member countries.[171] The OECD considered that this 

balance was achievable because  

[I]t is possible to identify certain basic interests or values which are commonly 

considered to be elementary components of the area of protection... 



Generally speaking, statutes to protect privacy and individual liberties in relation to 

personal data attempt to cover the successive stages of the cycle beginning with the 

initial collection of data and ending with erasure or similar measures, and to ensure 

to the greatest possible extent individual awareness, participation and control.[172] 

The Guidelines provided 8 core principles of data collection, storage and use for application 

by member countries, namely the:  

1.       Collection limitation principle which guarantees that the collection of personal data is 

within lawful and fair means, and where appropriate is conducted with the 

knowledge and consent of the individual; 

2.       Data quality principle which requires data collectors to collect personal data for 

relevant purposes only and to ensure that collected data is accurate, complete and up 

to date; 

3.       Purpose specification principle which states that the purpose for which personal data is 

to be used must be stated at the time of collection and subsequent use must be 

limited to that purpose, unless individuals are notified of additional uses before that 

re-use takes place; 



4.       Use limitation principle which states that personal data should only be disclosed or 

used in accordance with the consent of the individual or by authority of law; 

5.       Security safeguard principle which requires that personal data must be kept in 

reasonably secure conditions; 

6.       Openness principle which states that organizations should implement a general policy 

of openness about data collection developments, practices and policies; 

7.       Individual participation principle which confirms that an individual should retain 

certain rights over the collection, storage and use of their information; and 

8.       Accountability principle, which confirms that a data collecting organization, should be 

accountable for complying with the above principles. 

The HEW Report, the Council of Europe Convention and the OECD Guidelines have been at 

the forefront of the development of first generation information privacy laws. There are 

obvious similarities between the three documents that first generation information privacy 

laws reflect.[173] The HEW Report was directly responsible for the instigation of the Privacy 

Act 1974 and the Convention eventually founded the European Union�s Data Protection 

Directive. Furthermore, the OECD Guidelines have had a significant impact as a foundation 

for national legislation[174], including Australia[175] and Canada[176]. All of these laws have 



organizational oriented controls founded on the privacy principles or fair information 

practices developed in the previous decade[177].  

Bygrave[178] has adduced eight core legal principles that reflect the fundamental aims of first 

generation information privacy laws.[179] The primary principle is that personal information is 

to be �processed fairly and lawfully� and this concept manifests throughout the remaining 

principles.[180] The lawful element is apparent, that organizational personal information 

collection practices must be within existing law, but the fairness criterion is more abstract in 

nature, particularly because general agreement about what is fair will change over the course 

of time.[181] In general, the notion of fairness requires data collectors to take account of the 

interests and expectations of individuals who provide personal information to them.[182] 

Personal data collection organizations are therefore obliged not to pressure individuals when 

they provide their personal information and to ensure an individual consents to the 

provision.[183] 

The minimality principle directs data collecting organizations to ensure that the collection of 

personal information is �limited to what is necessary to achieve the purpose(s) for which 

the data are gathered and further processed�.[184] Under this principle, organizations are 



required to collect personal information only for a relevant purpose.[185] Linked to minimality, 

the purpose specification principle dictates that personal information is only collected for 

specified, lawful or legitimate purposes and can only be used within these bounds.[186] 

Bygrave states that the principle is essentially a cluster of three related sub-principles, 

namely that the data collection purpose is: (1) specified; (2) lawful and/or legitimate and (3) 

that further personal data processing is compatible with the data collection purpose.[187] 

The information quality principle ensures that personal information is accurate, both in 

terms of its content and context, and with regard to the purpose of information collection 

and processing.[188] The principle ensures that personal data is valid because it describes 

unambiguously what it pertains to and it is relevant and complete with respect to the 

purposes of intended processing and use.[189] Information quality requires the participation of 

individuals to ensure that information held is up to date. Accordingly, the individual 

participation and control principle and is pivotal because it ensures that persons have a 

measure of influence over the processing of their personal information by organizations and 

individuals.[190] However, most first generation information privacy laws do not refer to the 

principle directly. Instead, legislation implicitly acknowledges the principle in legal rules 

that govern the collection, storage and use of personal information in accordance with 



individual knowledge and consent.[191] Likewise, first generation laws rarely state the 

disclosure limitations principle directly but it implicitly requires data collecting 

organizations to restrict the disclosure of personal information within the confines of how 

data is collected, and within the consent provided by individuals or by the authority of a 

given law.[192] The two remaining principles, information security[193] and sensitivity[194] protect 

the integrity of personal information through the provision of adequate methods of security, 

particularly regarding sensitive information, which may require controls that are more 

stringent.�  

The historical development of first generation information privacy laws highlights that the 

collection, storage and use of personal information by data collecting organizations was the 

dominant concern of lawmakers and solutions to emergent problems lay in the construction 

of information privacy principles or fair information practices.[195] Such regulation was 

possible because the social modes of personal information provision, process and use were 

predictable, stable and relatively static.[196] Public and private sector organizations were the 

main collectors of personal information for clearly defined purposes.[197] As such, the 

imposition of fairness upon the procedures of personal information collection and use was 

possible because those procedures were identifiable and therefore manageable. Information 



privacy regulation was able to find a balance, or a compromise, between the societal 

concerns of individuals that provided their personal information and the organizations that 

required personal information to fulfill their business or statutory purpose. However, Web 

2.0 has distorted the balance because new information relationships require new forms of 

privacy regulation as outlined in Zittrain�s Privacy 2.0.  

                                                                              B.           ZITTRAIN�S CRITICISM OF FIRST 

GENERATION LAWS 

Zittrain has two principal criticisms about the ineffectiveness of first generation information 

privacy laws in newly, evolving Internet structures. The first regards the new information 

exchange relationships that emerge from Web 2.0 which are more complex than the 

traditional personal data collection pathways of the previous decades. The second contends 

that individual, as well as organizational actions, can now give rise to an equal number of 

privacy concerns. New technological developments and social structures mean that 

individuals now have the same capacity to infringe the privacy of individuals as 

organizations once did.[198]  



Zittrain argues the privacy problems that arise from Web 2.0 related technologies and 

cultures require new solutions because existing laws only provide remedies for older ideas of 

privacy predicated on the concept of information privacy. Such laws safeguard an 

individual�s privacy by providing protections relating to the collection, storage and use of 

personal information along well-established data provision pathways. These laws thus 

recognize that there is a degree of social sensitivity attached to the production of personal 

information and that organizational activities relating to personal information should be 

restricted to legally mandated, legitimate means.[199] 

Legal remedies designed in the 1970�s and 1980�s, may therefore provide ineffective and 

rigid solutions to personal information exchange problems in Web 2.0. The first generation of 

information privacy laws focused on the regulation of three stakeholder groups involved in 

personal information provision. The three groups in question are of course, those 

individuals[200] who provide personal information,[201] personal data collecting 

organizations[202] and finally, a further set of organizations that use personal information 

previously collected, by their own or by different organizations, that has been disclosed to 

them.[203] Legal controls attempt to regulate the activities between individuals and 



organizations within two binary relationships: the first between the data provider and the 

data collector and the second between the data collection organization and the data re-user 

organizations. A chain of accountability links all three groups to ensure that personal 

information provided by individuals is collected and stored within certain legal 

boundaries.[204] Moreover, personal information provided by individuals is stored with 

legally requisite standards to ensure the accuracy and the security of the information.[205] 

Finally, future re-uses of provided personal information is circumscribed within specific 

confines, to ensure that the information collected can only be used for the purpose for which 

it was originally collected[206] or under a specified exemption to that purpose.[207] 

However, first generation legal controls may now be ineffective because Web 2.0 enables 

multiple information contributions from a range of different and unconnected sources. As 

Zittrain states �The heart of the next generation privacy problem arises from the similar but 

uncoordinated actions of individuals that can be combined in new ways thanks to the 

generative Net�.[208] First generation laws envisage selected pathways of personal 

information provision and distribution. The move from binary to multiple pathways of 

personal information provision and use has been brought about and created a situation in 



which �the Net puts private individuals in a position to do more to compromise privacy 

than the government and commercial institutions traditionally targeted for scrutiny and 

regulation�.[209] As such, Web 2.0 now delivers many different pathways because individual 

Internet users are now the collectors, disseminators and re-users of personal information.  

One of the key points of concern arising from Zittrain�s Privacy 2.0 therefore involves the 

governance of ever developing information pathways that enable the collection, storage and 

use of personal information from individuals, by other individuals.[210] The once clear cut 

boundaries have been blurred to the extent that Internet personal information users are no 

longer just organizations but are now inchoate collections of far flung individuals, who 

coalesce in different groups to use and share their own and other individual�s personal 

information.[211] These collectives are themselves �databases that are becoming as powerful 

as the ones large institutions populate and centrally define�.[212] Except the power to infringe 

personal privacy within these new data collectives is different to the fears of the 1970�s and 

1980�s. The flows of personal information into and out of these collectives are multiple, 



diffuse, erratic and serve many different purposes of collection and subsequent re-use. 

Contrast that to the concerns of first generation laws in which monolithic organizations 

collected personal information for specific purposes, largely direct from the individuals 

themselves and who�s subsequent re-use of personal information was mostly 

predictable.[213]  

Accordingly, the fundamental analytical template of first generation information privacy 

laws regarded �both the analysis and suggested solutions speak in terms of institutions 

gathering data, and of developing ways to pressure institutions to better respect their 

customers' and clients' privacy�.[214] This basic template has shaped the development of 

privacy legislation during the last three decades but has not effectively made the transition 

from �a functional theory to a successful regulatory practice�.[215] In fact, some 

commentators argue that business interests have skewed the balance sought from first 

generation laws.[216] However, the very notion of what a business organization is has itself 

changed, and continues to change, in new online structures. With that comes changes in 

business technologies and techniques, as can be seen with the very foundation of first 



generation concerns, the database, which is now almost in �constant beta� to the extent 

that �how a database is defined, changes from one moment to the next, both in terms of 

content, structure and scope�.[217]  

First generation fears focused on powers arising from the centralization of personal 

information and nefarious uses by powerful organizations without the knowledge, input or 

consent of individuals. The first generation information privacy laws were an attempt to 

manage disputes arising between individuals and organizations about a contested social 

asset, an individual�s perceived right over of control over their personal information 

against an organization�s economic need to use that information. Contested issues were 

disputed within a scenario of clearly identifiable actors, accepted definitions of personal 

information and evident, yet limited, legal rights and obligations. Privacy 2.0 concerns, on 

the other hand, manifest through peer-to-peer technologies that eliminate points of control 

regarding the transfer of personal information.[218] Whilst the contested social asset remains 

personal information, the contests that are now developing in Web 2.0 are not about the fair 

or unfair processes of organizational personal information collection, but rather, they are 



about the socially acceptable re-uses of personal information by individuals in multiple, 

generative guises. Therefore, unlike their predecessors, Privacy 2.0 contested issues do not 

involve disputes between individuals and organizations in clear-cut, readily identifiable 

scenarios founded on stable and largely, one dimensional, information pathways. Instead, 

disputes arise within webs of diverse, individual Internet users within which numerous 

problems arise in unimagined scenarios. The next part of the article examines the BNP geo-

mashup situation to show the change from binary to multiple information relationships and 

the increasing involvement of individuals as potential infringers of individual privacy. 

V.  �THE BNP GEO-MASHUP: FROM BINARY TO MULTIPLE 

PERSONAL INFORMATION RELATIONSHIPS 

In the BNP geo-mashup, we see a situation that highlights the limits of first generation 

information privacy laws when faced with a privacy invasive geo-mashup. As suggested by 

Zittrain, the key reason is the informal personal information dissemination pathways that 

were developed post the publication of the membership list that effectively eliminated any 

vestiges of control that BNP members may have thought they had over their personal 

information. While some forms of first generation legal redress are still available to 



individual BNP members, via obligations imposed on the BNP as a data collector, there is 

little or no redress or remedy available against the geo-mashup creators or the geo-mashup 

technological facilitators, Wikileaks and Google Maps.  

The original act of personal information provision took place when an individual joined the 

BNP. In doing so, he or she provided the party with their personal information and that 

provision and collection of personal information was covered by the relevant privacy 

legislation, in this case the Data Protection Act 1998[219]. The minimality and purpose 

specification principles� govern the act of personal information provision between the 

individual and the collecting organizations and thus creates an information exchange 

relationship between them. These principles ensure that the BNP collects and processes 

personal information in a fair and reasonable manner. Furthermore, the information quality, 

individual control and participation principles, obliges the BNP to ensure that any collected 

personal membership information, is kept accurate by reference to the individual who has 

provided that information. In so doing, an individual BNP member is able to ascertain from 

the BNP what personal information the BNP holds so that he or she can check the accuracy 

of that information, at any given time. Moreover, the information security and sensitivity 



principles mandate the BNP to keep personal information supplied by its members in a 

secure environment.  

In the BNP example, the BNP conclusively failed to secure the personal information of its 

members because a disgruntled employee was able to gain unauthorized access to the BNP 

membership list. Furthermore, once the disgruntled employee gained access to the list, he or 

she was then able to copy it and to take it outside of the control of the BNP. At this point, 

first generation information privacy laws, founded on the core principles highlighted above, 

would continue to operate relatively effectively. The principles, and their concomitant laws, 

could not have stopped the willful unauthorized access by the disgruntled employee but the 

laws would provide some sort of recourse for those individuals who provided information 

to the BNP under a breach of the information security principle.[220] The primary reason for 

the effectiveness of the laws is a clear and unambiguous binary relationship between the 

individual BNP member and the BNP, as a data collector.  

However, the binary relationship between the data collector and the data re-user fails to 

manifest under first generation laws because of the unauthorized breach by the disgruntled 

employee. The disclosure limitation principle that is central to the relationship between the 

BNP, and subsequent information re-users, fails to materialize in the absence of a binary 



relationship. BNP members therefore have little or no recourse against the BNP or 

subsequent information re-users under first generation laws. Nevertheless, there were a 

number of information re-users in the BNP example because Wikileaks, various geo-mashup 

creators and bit torrent websites re-used the personal information of BNP members in a 

number of different ways.  

Accordingly, there is an absence of one of the key links in the chain of accountability. The 

information re-users have no link with the data collection organization, the BNP, but more 

importantly, they have no link with the data provider, individual BNP members. Putting 

aside the misuse of personal information by the disgruntled BNP employee,[221] the first re-

use took place when Wikileaks published the BNP membership list on their website. The 

second re-use then saw various individuals copying the membership list and placing it on bit 

torrent websites for the purpose of wider distribution. News of the story then broke on 

various blogs. The third reuse of the BNP membership list arose when media outlets and 

individuals, aggregated the BNP membership list with Google Maps to create the geo-

mashups highlighted above.  

The original misuse of personal information by the disgruntled BNP employee infringed the 

privacy of BNP members through unauthorized access to their information and subsequent 



disclosure. However, it is the use of the BNP membership list, as a foundation stone for geo-

mashups, which brings the situation to the fore and exacerbates the privacy infringements of 

BNP members, particularly in the case of the BNP Proximity Search geo-mashup.[222] Yet 

there is little or no recourse against Wikileaks, the creator of the geo-mashup or the facilitator 

of the geo-mashup, Google, under first generation information privacy laws because of the 

absence of a binary relationship between the information collector and the information re-

user, even though issues arise under the information quality principle. For example, it is 

unclear whether The BNP Proximity Search geo-mashup aggregated the BNP list by 

postcode or by house number and street address. The residential properties pinpointed on 

Google Maps could either be (a) the address of a BNP member or (b) an out of date address 

for a BNP member or (c) the address of an individual who has nothing to do with the BNP 

but has the misfortune of having his/her house automatically tagged with a certain postcode 

by Google Maps.[223] All scenarios are feasible given the problems that arose from the BNP 

Near Me geo-mashup and the fact that the BNP admitted that the membership list was out of 

date.  

The BNP Proximity Search raises specific privacy concerns regarding the use of sensitive and 

personal information, in the form of political party membership, names and addresses. The 



geo-mashup identifies members of the BNP by name and address. However, it is the 

aggregation and overlay on to Google Maps that causes greater concerns, particularly in 

combination with Google Streetview, because the geo-mashup enables any person to identify 

the location of a BNP member at a particular house.[224] It is also astonishing to think that, at 

the time of writing, the BNP Proximity Search, is still online and is still identifiable through 

Internet search engines.[225]  

Referring back to Zittrain�s work, the BNP example shows the limits of information privacy 

laws based on first generation principles because of the difficulties faced in applying 

founding maxims to generative systems of distributed personal information[226]. The 

definitional founding blocks of first generation regulation � personal information, records, 

databases, data subjects, collectors and users � are becoming so diffuse that the core 

concepts of first generation laws are themselves changing from one moment to the next. To 

the extent that the concept of privacy regulation, like Web 2.0 technologies and structures, is 

now entering a period of constant beta, where the developments of the online world are far 

outpacing the decades old laws that are currently being used to regulate it[227]. This raises 



serious questions about the ability of privacy laws predicated on the concept of technological 

neutrality[228] and their ability to keep pace with developments in Web 2.0, 3.0 and beyond.  

VI.           PRIVACY 2.0 SOLUTIONS FOR PRIVACY INVASIVE GEO-

MASHUPS: EMBEDDED TECHNICAL & SOCIAL STANDARDS 

If the intention of first generation laws is to regulate the relationship between individuals 

and powerful, monolithic organizations, how then should Privacy 2.0 attempt to govern 

disparate collectives of information collecting individuals and individuals themselves? 

Zittrain contends that levels of privacy responsive regulation has to be lower for individuals 

than for organizations otherwise the burden of compliance becomes so great that it 

effectively restricts taken-for-granted Internet activities.[229] Abundant over regulation of 

individuals from an overtly complex privacy regime is dangerous because it has the capacity 

to frustrate the �generative developments� of individual users.[230] This part explores this 

idea in further depth to suggest embedded technical and social standards as potential 

solutions to mitigate the negative consequences of privacy invasive geo-mashups. 

                                                                                                                                     A.      TECHNICAL SOLUTIONS 



Zittrain uses Creative Commons licenses as a potential template for privacy related code 

backed norms. He argues that Creative Commons licensing has become popular on the 

Internet because they provide a collective signal to share information within agreed social 

boundaries. It is not the threat of legal sanctions that gives Creative Commons licenses 

weight, but rather, it is the capacity to �touch into a cultural mindshare of web users�.[231] 

Creative Commons licenses reside in the realm of intellectual property and a number of 

journal articles have already examined the copyright issues that arise from mashups and 

Web 2.0.[232] Whilst many of the same issues of information usage appear to be similar, the 

purpose and use of intellectual property and privacy regulation are so different that they do 

not offer grounds for clinical comparison[233]. However, Zittrain considers the use of Creative 

Commons licenses in a broad sense, not as a way to enforce rights over the protection of 

personal information per se, but as a potential template that would enable individuals to 

express preferences about how search engines should use and index their personal 

information. [234]  

The lack of a privacy preference tool for Internet users inhibits meta-data transfer that could 

enable a two way passing of information about the agreed uses of personal information.[235] 

Zittrain argues that tagged meta-data would provide a way for individuals to signal whether 



they would like to remain associated with information they place on the web and to be 

consulted about any unusual future uses.[236] Privacy tags would promote respect regarding 

the uses of personal information on the Internet by creating a means �that connects and sets 

informal standards for distant and disparate individuals about the use and re-use of personal 

information�.[237] Such tags would generate �privacy spaces� and would thus become the 

touchstone privacy tool of Web 2.0 by creating points of connection and accountability for 

Internet users who produce, transform and consume personal information.[238]  

Warner and Chun have also developed the notion of privacy spaces in mashups founded on 

government provided information. Their concept aims to ensure privacy protection through 

the interaction of different privacy policies that represent the interests of different parties 

involved in a mashup process, including geo-mashups.[239] This combination of different 

privacy policies  

[A]llows a user, as a data owner, to describe their privacy preferences as Personal 

Privacy Policies (PPP), government agencies, as data providers, to specify 

Regulatory Privacy Policy (RPP), and mashup service provider to specify their 

privacy policy (MPP)�. 



The proposed technology solution includes a PPP network where citizens can 

register their personal privacy preferences, and a Privacy Enforcement engine that 

interprets PPP [Personal Privacy Policies], RPP and MPP before releasing 

individual's data requested by third party applications such as mashups.[240] 

The real time interaction of interrelated privacy policies builds boundaries between what 

individuals want to be kept private and information that can legitimately be used for public 

purposes. Warner and Chun recognize the privacy problems arising from geo-mashups by 

the fact that individuals who provide personal information have virtually no control over 

who will be able to access their information once it is aggregated in a geo-mashup.[241] Their 

remedy to this problem is to place limits on the use of personally identifiable information in 

mashups by the extensive use of a range of privacy policies �that enforce a situation in 

which an individual has the right to control information about them�.[242] As such, internal 

data flows that found geo-mashups should be controlled, to adhere to the privacy 

requirements expressed by individuals and government agencies.[243]  

The notions of individual control over information and the use of privacy policies are 

hallmarks of first generation laws and Warner and Chun�s work develop first generation 



concepts in interesting and novel ways. However, when faced with privacy invasive geo-

mashups, such as the BNP geo-mashup, the bounds of protection are limited because their 

work focuses on personal information provided to and supplied by government 

organizations. The network of privacy preferences and policies may provide �multiple 

protection spaces that allow personal information to be shared under certain protection 

spaces and not in others�,[244] but information sharing is based on the idea of a limited 

number of stable and identifiable information pathways. For instance, the authors� state 

The PPP [Personal Privacy Policy] network will allow citizens to have more control 

over their own private data, through direct participation in protecting the private 

data. This participatory privacy protection also accommodates a high degree of 

individual differences in privacy, and may foster the level of trust in government 

agencies. It also simplifies the requirements on individuals. They can specify their 

preferences once for all known as well as unknown potential uses of their data.[245] 

It may be possible for an individual to specify their preference for known uses of their 

personal information but how is an individual expected to specify their preference for an 



unknown use of their personal information? Take for example the BNP members in the BNP 

geo-mashup scenario. An individual BNP member may have been able to stress the limits on 

the use of their personal information by the BNP. They could state in their personal privacy 

policy that they do not want their information used in any subsequent geo-mashup created 

or authorized by the BNP. However, in this situation personal privacy preferences would 

have become defunct once the disgruntled BNP employee accessed and used the 

membership list with authorization. A personal privacy policy could envisage a future use 

by the BNP, within its own organizational standards, membership expectations and policies, 

but it cannot envisage a geo-mashup generated by individual creators that has no connection 

to the BNP and therefore has different levels of understanding about the privacy 

requirements of rank-and-file BNP members. Even if individual privacy preferences had 

travelled with the data as meta-data tags, as Zittrain suggests, there is no suggestion in the 

BNP scenario that the ultimate geo-mashup creators would have respected those 

preferences, especially the creators of the BNP Proximity Search geo-mashup. 

The author contends that even if a privacy preference network, such as that highlighted by 

Warner and Chun, had been in place with the BNP geo-mashup, it would have had little 

practical effect. The reason being, as highlighted by Zittrain, is that privacy protection is still 



based on the regulation of data collection organizations and on limited and identifiable 

information provision and use pathways. As highlighted above, the pathways involved in 

the BNP geo-mashup were numerous, were more socially complex and were not identifiable 

until they were created.  

At this point, it is important to acknowledge that the privacy problem, which emerged from 

the BNP geo-mashup, is possibly an extreme example because it involved a socially sensitive 

situation and sensitivities were exacerbated because the geo-mashup creators used a 

combination of sensitive and personal information that was aggregated by residential 

address. However, the issues raised by the BNP example are equally applicable to less 

socially and sensitively charged situations due to the involvement of individual geo-mashup 

creators rather than organizations. The BNP geo-mashup situation brings Privacy 2.0 issues 

clearer to the fore because of the disgruntled employee�s data breach, which effectively 

severed any possibility that individual BNP members could have a say in how their personal 

information was subsequently re-used. The same issues of principle arise in other Web 2.0 

personal information collection and use scenarios, such as the collection of personal 

information by individuals as human sensors or the exchange of personal information in the 

inchoate data collectives highlighted above. The real issue of significance is the social, 



temporal and cultural distance between the provision or collection of personal information 

by individuals and the re-use of that information in geo-mashup form. It is this distance that 

can give rise to unresponsive or uncaring re-uses of personal information that have the 

potential to infringe privacy without the prospect of any real accountability. Whether 

extensive use of privacy conscious meta-data tags can bridge this distance remains to be 

seen. 

Where then do technical solutions for privacy invasive geo-mashups arise if not through the 

creation and instigation of more complex privacy policy networks and meta-data tags? This 

article puts forward a potential technical solution based on the notion of privacy enhancing 

technologies (PETs).[246] PETs �are tools, standards and protocols that set out to reverse the 

trend [of privacy invasive technologies], by directly assisting in the protection of the privacy 

interest�. [247] Clarke defines three types of PET: Counter-PITs as a countermeasure against 

privacy invasive technologies (PITs); Savage PETs �which combat privacy-intrusive 

behaviors by setting out to deny identity and to provide genuine, untraceable anonymity� 



and Gentle PETs �which are intended to balance the interests of privacy and accountability, 

and are oriented towards protected pseudonymity rather than anonymity�.[248] 

It is possible that a more considered use of existing technology, based on the principles 

arising from PITs and PETs, and one that incorporates the ideas behind Gentle PETs, could 

be used to develop techniques founded on privacy enhanced awareness for privacy invasive 

geo-mashups. As Clarke states �Very substantial protections could be provided for 

individuals' identities, but those protections could be breachable when particular conditions 

are fulfilled. This is the concept of 'pseudonymity', and I refer to technologies that implement 

it as 'gentle PETs�.[249] The article adopts the idea of in-built privacy protections based on 

pseudonymity and suggests a technical response to the issue of privacy invasive geo-

mashups that again draws on the example of the BNP geo-mashup. Geo-mashups are more 

likely to be privacy invasive when information, either personal or non-personal, is 

aggregated with residential addresses. Clarke further states 

�The challenge confronting developers of gentle PETs is that the legal, 

organizational and technical protections need to be trustworthy. If the power to 



override them is in the hands of a person or organization that flouts the conditions, 

then pseudonymity's value as a privacy protection collapses �.[250] 

The quote provides an accurate description of the BNP privacy invasive geo-mashup except 

the power to override organizational and technical protections resided outside of the BNP 

and in the hands of the geo-mashup creators. If however, geo-browsers inhibited access to 

residential address aggregation, specifically regarding the number of individuals and 

addresses witnessed in the BNP geo-mashup, it would ensure that aggregation based on zip 

code, town or state level would thus provide a level of anonymity, or even pseudonymity, in 

the form of broad location, for individual persons and residential addresses. It would simply 

not be technically possible for a geo-mashup creator to create maps based on the aggregation 

of multiple residential addresses. It would still be possible to create a geo-mashup based on 

an individual tag, placed on an individual residential address, but it would not be possible to 

aggregate and overlay hundreds or thousands of records over numerous residential 

addresses. A solution of this type will not preclude all privacy problems. However, the 

blocking of residential address aggregation would ensure that similar problems to those 

generated by the BNP geo-mashup are not repeated. Whilst the BNP membership list may 

still be available on the Internet via bit torrent websites, the elimination of mass aggregation 



using residential addresses at least reduces the scope for privacy invasive activities arising 

from the use of online mapping applications.[251]  

A number of issues could arise from the suggested approach. Firstly, geo-browsers would be 

required to identify residential properties on their mapping systems. This, in itself, is likely 

to be a complex and potentially expensive exercise. Secondly, restricting aggregation access 

to residential addresses could stifle the legitimate innovations of non-privacy invasive geo-

mashups, for example, geo-mashups like Housingmaps.com. A potential solution for the 

second issue may lie in a reverse approach to the publication of My Maps. Instead of a 

default setting that allows anyone to aggregate anything onto any map, it is suggested that 

aggregation access to numerous residential addresses is restricted to those individuals or 

corporate entities who are willing to enter into a license agreement with geo-browsers that 

sets boundaries relating to the aggregation of information with residential addresses. The 

author acknowledges that a licensing arrangement is still open to potential abuses but it is at 

least a first step on a journey to provide effective privacy protections against privacy 

invasive geo-mashups. Moreover, a licensing arrangement may assist with the development 

of standards relating to good privacy practices in geo-mashups. However, it is clear that 



further research is required to investigate the feasibility of any long-term technical or legal 

solution.  

                                                                                                                                                   B.           SOCIAL STANDARDS 

Technical solutions inherently come packaged with social standards that enable and foster 

good uses of technology. In Privacy 2.0, Zittrain states that the development of social tools, in 

the form of code-backed norms, is of equal importance as technical solutions regarding the 

effective regulation of privacy protections regarding the generative web. [252] He contends that 

�a simple, basic standard created by people of good faith can go a long way toward 

resolving or forestalling a problem containing strong ethical or legal dimensions�.[253] 

Public and private sector organizations have developed corporate standards about the use of 

Web 2.0 technologies, particularly social networking sites. For example, the British 

Broadcasting Corporation (BBC) has devised a set of principles for their staff to follow when 

using Web 2.0 Internet applications in areas where conflicts can arise[254]. The guidelines and 

their principles are designed to primarily protect the interests of the Corporation but they 

nonetheless attempt to raise awareness of privacy issues and to set standards for individual 

participation of the Internet. For instance,  



Social networking sites provide a great way for people to maintain contact with 

friends. However, through the open nature of such sites, it is also possible for third 

parties to collate vast amounts of information. All BBC staff should be mindful of 

the information they disclose on social networking sites. Where they associate 

themselves with the Corporation (through providing work details or joining a BBC 

network) they should act in a manner which does not bring the BBC into 

disrepute�. 

Personal blogs and websites should not be used to attack or abuse colleagues. Staff 

members should respect the privacy and the feelings of others. Remember also that 

if they break the law on a blog (for example by posting something defamatory), 

they will be personally responsible. Under no circumstance should offensive 

comments be made about BBC colleagues on the Internet. This may amount to 

cyber-bullying and could be deemed a disciplinary offence.� [255] 

IBM[256] and by the Australian Public Service Commission have released similar standards.[257] 

At the privacy regulator level, the UK�s Information Commissioner has released 



information about the safe use of personal information on social networking sites[258] as has 

the Australian Office of the Privacy Commissioner.[259] A conglomeration of major media and 

software commercial copyright owners have also developed Principles for User Generated 

Content (UGC) Services that seek �to foster an online environment that promotes the 

promises and benefits of UGC Services and protects the rights of Copyright Owners�.[260] 

The purpose of the UGC Principles is to eliminate user generated material that infringes 

copyright whilst encouraging the uploading of legitimate content and the protection of 

legitimate interests of user privacy.[261] However, none of these fledgling standard setters 

provides guidance on the creation and the use of geo-mashups, either at a corporate or 

individual level.  

The BNP geo-mashup example shows that there is already an awareness of privacy issues 

arising from the use of personal information amongst geo-mashup creators. For example, 

three of the four geo-mashups noted, namely the Times, the Guardian and the BNP Near Me 

geo-mashup, did not publish any BNP related personal information. Moreover, these geo-

mashups aggregated their maps around postcode rather than an individual residential 

address. By doing so, they provided a degree of privacy protection by obscuring the identity 



of residential addresses that are linkable to BNP members. Concerns still arose because of the 

particular nature of UK postcodes and the effect this had when aggregated with Google 

Maps. The BNP Near Me geo-mashup creator altered the original map because the pinpoints 

gave a misleading impression that a BNP member resided at a specific address when in fact 

the representation of the BNP membership data was incorrect. The creator of the geo-

mashup explained his reason for changing and ultimately removing the geo-mashup from 

the Internet  

I have decided to take down the map. Many people have commented that the map 

does give a false impression of accuracy, despite my making this clear, and I�m 

tempted to agree. I do not want to single anybody out and by removing the 

accuracy from the map it is possible that it ends up incorrectly implying a property 

contains a BNP member. It has been suggested that an inaccurate map that 

doesn�t make that clear is worse than publishing the list itself, and I think that�s 

a reasonable comment.[262] 

There is a clear recognition of the negative consequences that could arise from the use of 

inaccurate personal information that could give a misleading impression. Owad also 



highlighted similar concerns in the Amazon wish list geo-mashup[263]. However, the opposite 

occurred with the BNP Proximity Search geo-mashup, which provided the postcode, name 

of BNP members, and then overlaid that information over a specific residential address.[264] 

The Proximity Search geo-mashup may or may not have been aggregated on an individual 

address or a postcode. However, it is possible to use the geo-mashup to identify a BNP 

member at a specific street because (a) it is possible to reverse search a postcode to find a 

corresponding street address, which can be cross referenced with other sources to check 

where a particular person lives or (b) because that person does in fact reside at that address, 

which again can be confirmed with a relatively quick check of other data sources. As such, 

the author contends that the BNP Proximity Search has infringed expected social standards 

regarding the use of personal and non-personal information in geo-mashups as exemplified 

by the actions of the other BNP geo-mashup creators. 

At this point Zittrain�s contentions regarding the establishment of code-backed norms as a 

means of privacy protection look a trifle weak. The BNP Proximity Search geo-mashup gives 

rise to serious privacy concerns and yet the geo-mashup is still available on the Internet. At 

what point, does further action need to be taken either to remove the geo-mashup or to 

ensure that access to the geo-mashup is restricted? Either solution is potentially difficult to 



implement, not least because the BNP membership list has been widely disseminated and 

either solution does not provide a guarantee the same problem could arise again. What code-

backed norms can do, however, is to provide a spotlight for those geo-mashups that can give 

rise to privacy invasive tendencies, which will enable earlier identification by individuals, 

organizations or geo-browsers, and before problems more serious problems emerge from 

publication via the blogosphere or via the ubiquity of search engines.  

The technical solution, highlighted above, would mitigate the threats of privacy invasive 

geo-mashups and would require geo-browsers to restrict aggregation and overlay of 

information on individual residential addresses. The author does not intend to single out 

geo-browsers as the new pseudo-regulators of privacy in geo-mashups, but it nonetheless 

needs to be acknowledged that these organizations are the gatekeepers for geo-mashup 

creation because they facilitate the geo-mashup process with their technologies. As such, it is 

no longer suffice for geo-browsers to provide only one means of remedial relief for 

individuals against privacy invasive geo-mashups in the form of simple take down notices. 

Proactive standard setting is now required to augment reactive removal of privacy infringing 

material.  



As a first step, this article suggests that the major geo-browsers work together with the 

geospatial community, privacy regulators and reputed privacy organizations, to develop a 

new set of privacy-oriented standards for the creation of geo-mashups, to increase awareness 

of the detrimental issues that can arise from privacy invasive geo-mashups. These Privacy 

Standards for Geo-mashups could be the first step in a continuing, evolutionary process of 

social norm development[265] that (a) sets standards for the collection and use of personal 

information in the creation of geo-mashups and (b) allows a flexible framework in which 

individual concerns, geo-mashup creator innovations and geo-browser requirements can be 

aired and discussed. �� 

VII.       CONCLUSION  

This article has highlighted the privacy concerns that can arise from privacy invasive geo-

mashups particularly in light of the limits of first generation information privacy laws as 

suggested by Zittrain. The Internet now provides manifold pathways for the provision and 

use of personal information that provide numerous Internet users, with multiple 

opportunities to use personal information in many different ways. More importantly in 

terms of information privacy regulation, these multiple users can also be individuals as well 



as organizations. Potential Privacy 2.0 solutions for the prevention and mitigation of privacy 

problems reside in the development of embedded technical and social standards, and not 

solely through avenues of legal recourse founded on the concept of information privacy. 

These standards, by their nature, must be inclusive and flexible given the changes that are 

taking place in the everyday Web 2.0 environment. Moreover, whilst the article 

acknowledges the limits of first generation information privacy laws have with regard to 

geo-mashups, it is too early to say whether we are witnessing the death of first generation 

information privacy laws in general. First generation laws may still have a place regarding 

the regulation of interaction between individuals and organizations about the provision and 

re-use of personal information along more traditional lines that involve stable information 

collection relationships and defined information pathways. Privacy 2.0 requirements suggest 

a move from laws based purely on information privacy to the establishment of laws, codes 

and norms that reflect, and respect, the conceptual complexity and uncertainty of privacy, 

which is fitting for the ever-changing online forms of Web 2.0. This article has put forward a 

technical and social solution in the form of standard development that would help to 

alleviate some of the concerns arising from privacy invasive geo-mashups. The author hopes 

that geo-browsers take up the call for the development of privacy standards for geo-



mashups, which will assist with the complex balancing act of encouraging further geo-

mashup innovations, whilst at the same time, enshrining acceptable uses of personal 

information that will help to mitigate privacy infringements arising from privacy invasive 

geo-mashups.  
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Thanks to Google Maps (and many similar services) a street address is all we need to get a 
satellite image of a person's home. Tempted as I was to provide satellite images of the homes 
of the search subjects, it just seemed a bit extreme even for this article. Instead, I opted only 



to pinpoint the centers of the towns in which they live. So at least you'll know that there's 
somebody in your community reading Critical Thinking or some other dangerous text. 
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But Gawker editors were "totally taken aback by the big whole to-do" over the maps, says 
one of them, Jesse Oxfeld. "We thought we were using a cool new tool, adding a new 
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says. "We had Access Hollywood saying we're destroying celebrity lives." And since the maps 
� and the PR mayhem � started, sightings have increased, he says. 
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Enduring solutions to the new generation of privacy problems brought about by the 
generative internet will have as their touchstone tools of connection and accountability 
among the people who produce, transform, and consume personal information and 
expression: tools to bring about social systems to match the power of the technical one. 

  
  


