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Commitment Issuesin Delegation Process

Quan Pham, Jason Reid, Adrian McCullagh and Ed Dawson

Information Security Institute
Queensland University of Technology
126 Margaret Street, Brisbane, QLD 4001, Australia

{qg.pham j.reid, a.ntcullagh, e.dawson}@si.qut.edu.au

Abstract identities and access control policies. In this tern
delegation appears to be a potential solution pitides
Delegation is a powerful mechanism to provide i a promising means for maintaining consistency arus
and dynamic access control decisions. Delegation agributes and authorisation states. This makesgaébn,
particularly useful in federated environments wherespecially user to user delegation (ad hoc deleggati
multiple systems, with their own security autonoraye (Section 2), particularly useful in federated eamiments.
connected under one common federation. Althoughymapithough many delegation schemes have been studied
delegation schemes have been studied, current exddel (Gomi et al. 2005; Madsen et al. 2005; Wu et aD30
not seriously take into account the issue of dd¢iega Bhatti et al. 2006; Crampton and Khambhammettu 2006
commitment of the involved parties. In order to @$d Fragoso-Rodriguez et al. 2006; Joshi and Bertind620
this issue, this paper introduces a new mecharoshelp Shen 2006; Wang and Osborn 2006; Zhang et al. 2006)
parties involved in the delegation process to es@recurrent models do not seriously take into accolmet t
commitment constraints, perform the commitments angsue of delegation commitment of the involved igart
track the committed actions. This mechanism lodk®/a This paper attempts to address this problem.
different aspects: pre-delegation commitment andt-po_ . . .
delegation commitment. In pre-delegation commitmen]—hIS paper discusses the concept Of. delegation
this mechanism enables the involved parties toesgthe commitment and proposes a scheme to monlto_r anpl kee
delegation constraints and address those constrdihe track Of_ the commitments of Fhe mvolved_partlesewh
post-delegation commitment phase enables thoséeparf€0uesting a delegation assertion for a partidalsk. The
to inform the delegator and service providers htw t ProPosed mechanism helps the parties involved & th
commitments are conducted. This mechanism utilisesd€/€9ation process to express commitment consiaint

modified SAML assertion structure to support thgznourthﬁcqmmltlmegts and tracl(;_:c?e committedasti
proposed delegation and constraint approach The mechanism looks at two different aspects: pre-
delegation commitment and post-delegation commitmen

Keywords Delegation, Commitment, SAML, Accessin pre-delegation commitment, the mechanism enables

Control, Federated Systems. the involved parties to partially express the detim
conditions and constraints. The post-delegation
1 Introduction commitment enables those parties to inform thegaete

and service providers how the pre-delegation
commitments, which include some delegation congéio
and constraints, have been conducted. Revocation of
delegation and associated issues are out of sdothgso
paper and are considered as future work.

In federated information processing environmentscivh
contain multiple component systems and associaersu
any entity may be constrained on how it acts upiero
entities. In general, one entity has a set of |eé@s for
some services that it can access. For traditiorséms, a
static set of privileges for each user would begadée. Section 2 reviews preliminary concepts with resgect
However, in federated systems this is insufficientielegation and commitment. Section 3 briefly disess
especially in circumstances where it is difficulb t related work. The remainder of this paper will
anticipate in advance the set of privileges a usd#lr concentrate on the substantial issue of delegation
need. In addition to this, there are problems witkommitment of the involved parties. Section 4 and
inconsistency in authentication and authorisatio®ection 5 look at the issues of delegation commitme
decisions between the member systems and/or betwesrd the use of SAML assertions to express delegatio
the federation and a local authority. Overcomingsth commitment. Section 6 and Section 7 discuss some
issues while still being able to maintain the aotog of current unsolved issues and conclude the paperseitie
member systems is a big challenge as it is diffitol potential avenues for future work.
make the whole federation understand a consisttrfs

2 Préiminaries

) . . . Delegation
Copyright (¢) 2007, Australian Computer Society, Ifdis

paper appeared at the Australasian Information rBgcu Delegation is a mechanism for assigning privilegss
Conference (AISC2008), Wollongong, Australia, Jani2098. well as other attributes to users. The user whéopes a
Conferences in Research and Practice in Informatio@e|egation is referred to as delegatot and the user
Technology (CRPIT), Vol. 81. Ljiljana Brankovic and & \yho receives a delegation is referred to adelegate®

Miller, Eds. Reproduction for academic, not-for rgiurposes o ; : o
permitted provided this text is included. A privilege attribute will be delegatablg if it can be



successfully granted or transferred from one user the delegatee to use the delegated attributesh®ather
another (Sandhu 1998; Sandhu 2005; Crampton ahdnd, in transfer delegation, besides allowing the
Khambhammettu 2006). delegatee to use the delegated attributes, the aniech

rgust be able to prevent the use of the delegatedudés

iﬁginak?ham(nfggia(%ranfotgi) an dalzﬂam&r:nr?r%tgt?u 20a0rgi the delegator. This requirement makes transfer
P legation policy enforcement more difficult (Aut@99;

describe clearl_y_the fundamental_concepts of délewa Schaad 2003; Crampton and Khambhammettu 2006).
From the administrative perspective, there are types hile some business processes may require grant

of delegation (Crampton and Khambhammettu 2006 elegations, it is often desirable that sensitieeeas

ggg;n;igzt'(gg h(ggnggizgg?i\é; s;rﬁggt'?z:tﬁ?]d i:Stehre nghts.may not be ava|lable.to a large number efugat
basic form of delegation in whi.ch a security adstirgtor any given t|me). Such requirements are usuallycesgﬁd
or authority assigns privilege attributes to useThe as cardinality constraints in an acces.s.controhcpol

andhu 1990). Transfer delegation policies pravéd

23:21?:1is:?atoarssg%gesds%essthgita g%(izlﬁsstznlljée?h?ar:e dth ore useful when an access control policy specifies
P P Y 9 cardinality limits on the availability of accessghis

privileges or attributes. Depending on the accesgrol between Uusers

model, this process may not require great admatise '

effort and can, itself, be subject to constraimsuat can Commitment in the Delegation Process
be assigned and to whom. However, this process on
meets basic and static requirements of accessotofitr
fails to provide the degree of dynamic flexibilitgquired
to support access control decisions in federatstesys.
On the other hand, user delegation occurs betweemit
more users who do not necessarily possess anyaspe
administrative authority. In this form, rights aret
assigned by the administrator or authority butgremted
or transferred from one user to another. Specificaker

II¥ any delegation process, the delegation trarsads
approved or agreed by both partigsly after both can
reach an agreement about the duties or respotisibitif

the involved parties. This forms thealelegation
&ommitment of the involved parties which can be
understood as the course of action about what liase

to do before and after the delegation takes place t
actually complete the delegation process. This $oem

. . important aspect of delegation which is not adegjyat
delegation allows a user to assign the whole amaet of addressed by many delegation models. Consider the

his/her rights to other users. A user delegatioaraion ; L :
requires that the user performing the delegation;tmufO"owIng scenario in which user B on system S(2ns

possess the capability to use the delegated a#gblt is to access resource R(1) on system S(1) fqr whiclods
not have the necessary privileges or attributeer U

widely accepted that an administrative delegatlo(%he delegatee) requests user A (the delegatosystem

operation is often long-lived and more durabl . .
: ion shetiort- (1) to delegate the necessary credential. B dpolate
(permanent) than a user delegation operation sheftart that they only require access to R1 three timesafor

lived (temporary) and intended for a specific 0 X : X
(SChaZ(id 2%03'y)Crampton and Khambhgmmettgmgz)o ?r'Od of one day. The commitment Of the deleginee
Some authors’argue that both parties in the détegat IS scenario 1S composed by the .followmg fa_cta[s:ess
process may need to meet certain conditions andal@omgoaRl’_l_?]gly égze;{?reaggﬁng \;:gd Igr agr(?grc;g o;onfant
with certain commitments in order to make the dafieon Y 1 9 9 P _grar
delegation. Then the commitment of delegator irs thi

happen successfully (Castelfranchi 2004). scenario iggrant delegation for three times and for one
From the operational transactiodjrect delegationis day. The delegation commitment can include some
defined as the delegation in which the delegatorctly conditions and constraints on the delegation psoces
sends the delegation assertion to the delegatee. natably duration and service invocation times. Hosve
contrast,indirect delegation or multi-step delegatios commitment is not a condition or constraint witlspect
performed with the involvement of one or manyo roles/privileges and their conflict resolutiosystems
intermediate parties which can forward the delegati constraints such as workload, etc. (Atluri and Veéarn
assertion from the delegator to the delegatee. 2005). Part of the commitment is the trusted
responsibility, for example, activities which thelegator
believes that the delegatee will perform to effesdti
gomply with the delegation. An example for this eypf
r(]:tivity is that after each service invocation, tletegatee
has to reduce the allowed number of service invogat
by one. This is the delegatee’s commitment as the
delegator can not monitor how the delegatee cantied
times of usage of the delegation assertion.

Delegation may also be classified into two catesgori
grant delegationand transfer delegation(Barka and
Sandhu 2000; Crampton and Khambhammettu 2006).
grant delegation, a successful delegation operatiomws
a delegated attribute to be available to both #legator
and delegatee. So after a grant delegation, bddyatee
and delegator will share a subset of attributesommon.
However, in transfer delegation, following a sucfek
delegation operation, the ability to use delegate@ptimistic delegation
attributes is transferred to the delegatee andi¢hegated

attributes are no longer available to the delegatte . .
goes not necessarily know in advance whether a

grant delegation model makes the availability o articular set of delegated privileges will be UBedby

attributes increase monotonically with delegatioane delegatee, since it may not have a complete
(Crampton and "Khambhammettu 2006). The gra understanding of the current security context oé th

delegation model is primarily concerned with allowi delegatee, the current set of roles and privilegethe

At the time a delegator receives a delegation retle



delegatee, the policies of the delegatee’s systetos;To permissions. The delegatee can only have delegatabl
avoid making a delegation that will not be honourtb@ permissions. In their second model — RBDM1, Bankd a
delegator could contact the relevant Authorisatio®andhu added role hierarchies and source dependent
Authorities to ask "if | delegate these privilegesuser X cascading revocation (Barka and Sandhu 2004), wkich
from domain Y, will they be honoured?" But askitgst done automatically along the delegation chain (\Wamdj
guestion in advance for each delegation transadgon Osborn 2006).

clearly inefficient as the authorisation authoritill then In another effort, Zhang et al. extended the RBDO

ggggoégl e;ﬁgja:;;ge f(r)?qﬁ?:t ;\é\;ﬁzl eizgﬁti];onr t:?; E)hconstruct a new model called RDMZOOQ (Zha_ng et al.
delegatee 5001). The RDM2000 model supports hierarchicalgole

' and multi-step delegation, which are not suppoiteithe
Therefore, the delegator agrees to conduct thegdieben  original RBDMO model. They also specified a rulesba
transaction, it does so based on its best knowlefiglee language to describe the policies of RDM2000.
constraints and conditions for the delegation @atisn, Revocation is separated into two categories: retiata
for example, the policies of its systems, the lagtés of by delegation duration restriction which can be
the privilege attribute itself, etc. It does notgantee that considered as a timeout mechanism and explicit user
the delegatee will be able to successfully useatiifoute revocation. Recently, Ahn et al. published someepap
privilege for service invocation. Naturally, thisthe best for access control in a collaborative environmernthsas
effort delegation of the delegator or in other verdn health care or law enforcement using this delegatio
optimistic delegation. model (Zhang et al. 2002; Zhang et al. 2003; Toleinal.

Thus, one of the advantages of our proposed sch’ueme2005)' The rule-based approach is very powerful for

that. via the pre- and post-delegation commitmdrihe constraint enforcement (Yin et al. 2004; Wang and
SO pre- P -gatic ; .~ Osborn 2006). However it only considers the regutar
involved parties, it supports optimistic delegatiginerein

the delegator simply assumes that the delegatidh wt|0 user delegation.

succeed - it does not ask the authorisation authori Zhang, Oh and Sandhu presented a new permissi@a-bas
advance to confirm that the delegation will be efffee. If delegation model (PBDM) in 2003 (Zhang et al. 2003)
the delegation fails, the delegation commitmenThis model fully supports partial and multi-step
framework provides a way of recording, identifying,delegation. This model is, later, extended and eures!
reporting and correcting the problem. Thereforés gafe in three variants called PBDMO, PBDM1 and PBDM?2.
to say that optimistic delegation is more efficiest it As RBDMO and RDM2000, all variants are based on the
does not require pre-approval of the AuthorisatioRBAC96 model and use user to role assignment to

Authority. perform the delegation operations. PBDM2 is desigioe
support role to role and permission delegation (Ghat
3 Rdated Works al. 2003). The PBDM family can support multi-step

o . delegation, but they neither support constraints in
Recently, delegation issues have attracted a cemite jglegation, nor delegation in distributed environtee

effort from the research community. Most, if not, al (Crampton and Khambhammettu 2006).

research was conducted based on RBAC. Most of the

proposals that study delegation in the contextaé-r In 2006, based on the RBDM and PBDM family,
based models employ grant delegation (Barka arferampton and Khambhammettu proposed an extended
Sandhu 2000; Na and Cheon 2000; Zhang et al. 208cheme which incorporated many features of both
Zhang et al. 2003; Zhang et al. 2003; Tamassial.et #&milies (Crampton and Khambhammettu 2006). This
2004; Wainer and Kumar 2005). Temporal transfemodel is argued as more conservative, safer, moee f
delegation with role hierarchies is also addressebme grained and more manageable than the two predesesso
papers (Crampton 2003; Crampton and Khambhammetffltis model argued that using only relations suchaas
2006; Joshi and Bertino 2006). delegateand can-receivefor controlling delegations may

. , not be efficient for implicitly handling updates ¥arious
In 2000, Na and Cheon proposed a basic role dédegat Rgac relations and proposed an alternative way of
method and protocol which can handle simple delegat controling  delegations using the concept of

operations (Na and Cheon 2000). Similarly, Barka an,gministrative scope (Crampton and Khambhammettu

Sandhu al_so presented a framework for their fictton 2006). The administrative scope model is dynamid an
of delegation called RBDMO (Barka and Sandhu Zooo?mplicitly handles any updates to RBAC relations, i

This role-based delegation model is based on RBAC9g,icyar the role hierarchy relation. In this regcboth

and provides support for user delegation. RBDM@is g.an; delegation and transfer delegation are stpgom

total delegation model which means the delegatqhe gomain of DRM research, Petkovic and Kosteo als
delegates all the permissions, particularly perioissin implemented a framework to grant and transfer user

a _ro_le to a delegatee by user to role assignméren the privilege based on constraint delegation (Petkaamcl
original user of the role assigns a delegatee ¢orte. ster 2005).

Revocation is done by a timeout mechanism and by

grant-independent revocation. The authors alsmextee In 2005, in an effort to address constraint issues

model to support partial delegation and two_stegebgaﬁon, Atluri and Warner studied delegation in

delegation by defining two different types of pessions Workflow management and introduced a conditional

in a role: delegatable permissions and non-delelmta delegation model (Atluri and Warner 2005). This elod
introduces several types of constraint (conditidos)the



delegation such as intervals, workload limitatiotessk delegation of authority. At the request level, the
attributes, etc. In general, the constraints ase dlvided delegation is called delegation of capability whezn be
into four different types: authorisation constrajnt effectively considered as grant/transfer accesstraion
delegation constraints, task dependency requiresyead privilege. As mentioned above, this model, to some
role activation constraints. In the delegation eahtthere extent, can address some similar issues of detegati
are three kinds of conditions for delegation (Wamgl federated system. However, it does not fully salve
Osborn 2006): issues of delegation commitment, inconsistency of

« A temporal delegation condition is a conditionpriV”eg_e attribute_s or access control policies_ in
on the delegation start time and/or the tim@lelega’qon operation across component sygtemsgn th
interval of the delegation. federation or across federations. So, these issmain

» A workload delegation condition is a condition@" OPEN research problem.

of a specific workload level. It is obvious that delegation is a significant desb in
+ Value delegation conditions control a delegatiomanaging authentication and authorisation. Excépt t
by attributes. models of Yin et al. and Wang and Osborn, so fais i

Several rules are defined to support conditiongiafe to say that most delegation models are cesedal
delegation. Some constraints can be verified befoee and based on user to role assignment. More impytan
execution of workflow and some must be verified andvith the exception of some delegation models sueh a
enforced during workflow execution. The authord tras ~ Atluri and Warner (Atluri and Warner 2005) or Waine
verification delegation consistency; the formercidled and Kumar (Wainer and Kumar 2005) which pay some

static Consistency and the later is called dynam@ttention to delegation constraints such as tlrtﬂ\rﬂls,
consistency (Wang and Osborn 2006). workload, etc., few models address the issue of

o ] ] commitments, especially tracking the commitmenthie
In a similar approach, Wainer and Kumar Cons'dereG’eIegation process.

different constraints that can be applied to RBAC
delegation and presented a more fine-grained usgr
delegation model (Wainer and Kumar 2005). Unlike
Atluri and Warner’'s approach, this model distingpais

two types of access rights: object rights and deleg This section explains the conceptual issue of camanit
rights with constraints. However, similarly to othe in the delegation process and the role of the ireabl
models, it uses user to role assignments to perforparties.

delegation. An interesting thing about this modelits
revocation method. The revocation is source depend
cascading revocation (Wang and Osborn 2006). Th

Delegation and Commitment of Involved
Parties

én general, the followings are the basic entitiegolved
i the delegation process.

method was expressed by the authors as “revocaiitin « Delegator is the entity which has necessary
downgrade” in which the model tests and updates the privilege attributes and is authorised to delegate
depth for cascading revocation. An extension of thi those privilege attributes to the delegatee (the
model with time-restricted delegation which usesetut receiver of delegation assertion).

to revoke the delegation is also proposed (Waimsl a ) ) )
Kumar 2005). In 2006, Wang and Osborn proposed a °* Delegateeis an entity that is delegated the

hybrid approach. Their model used a combinationsefr necessary privilege attributes to access resources
to group assignment to perform partial and roledie controlled by Service Provider on behalf of the
delegation, while it employed user-role assignnmerdo delegator.

total delegation (Wang and Osborn 2006). Wang and ., aythorisation Authorityis the entity which is
Osborn’s model tried to minimize impact on the role able to verify authorisation decision, regarding

hierarch.y and overcomes the shortcomings of the tese access requests from users.

role assignment approach (Wang et al. 2006).

e Service Provideris an entity which controls and
provides a service to users. The Service Provider
provides services based on the authorisation
decision of Authorisation Authority. Service
Provider and Authorisation Authority can be one

entity.

The most interesting approach is described in tbdeh

of Yin et al. (Yin et al. 2004). This model has gutial to
address some issues of delegation in federateénsgst
Yin et al. have discussed a decentralized delegatio
model with constraints resolution, management domai
etc. for distributed systems (Yin et al. 2004). Thedel
divides access control in large, distributed systemto In this paper, it is assumed that each Servicei@eoand
two levels: the management level and the request.le delegators/delegatees in different security doméaimge

At the management level, the system consists ofitfmu an Authorisation Authority. In addition, due to the
centric’ management which has its own authorisatioautonomous nature of federated systems, it is not
management domain (Yin et al. 2004). At the requesnhcommon that the delegatee will come from a diffier
level, normal users make a cascaded request whis@curity domain and/or the delegator may not haag h
requires more than one service to respond to tipgest. prior contacts with the delegatee. So from the ttrus
The model classifies delegation into two levelgerspective, it is reasonable to assume that tlegater
corresponding to the levels mentioned above. At thgusts the Authorisation Authority and Service Rdev
authorisation management level, the delegatiorailedt more than the delegatee.



) System S(1) ]
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Commitment + Delegation
Assertion

Access Granted

Access to
Resou

Commitment

Figure 1. An example of direct delegation transaction

Figure 1 depicts a typical direct delegation withe t e Checking the validity of delegation request and
involvement of two entities in which an initial eéglator making decisions regarding conditions and
on system S(1) subsequently grants some necessary commitment such as duration, access times, etc.
privilege attributes to the delegatee on system) g2
allow access to the necessary service.

In any user delegation model, the delegated pgeile * Insome cases, the delegator has to negotiate the
attributes are all or a subset of delegator's [eQe conditions and commitment with the relevant

Forming delegator’s conditions and commitment

attributes. The delegator manages to transfer antgr Service Provider and Authorisation Authority to
these privilege attributes to the delegatee witmeso notify or verify with these parties about the
constraints or conditions such as information altbet commitment of the delegatee.

Service PrOVider, the service to be inVOked, timed From the de'egatee’s perspective, if the delegation

duration of invocation, etc. As discussed in SEECQOII’I request is accepted by the de'egator, the de'egﬂm
our model, some of those conditions and constrémts  has to complete the following duties to make the

the commitment of the delegator, delegatee androthgelegation progress:

involved parties such as Authorisation Authoritydan

Service Provider. In our model, making agreementhen «  Checking the validity of delegator’s assertion.
commitment and tracking the commitment are thet firs

Making decisi ding to th diti d
and the last step of the delegation process. aKing decision regarcing 1o the congitions an

commitment set by delegator. Sometimes, if the
Pre-delegation Commitment original request is changed by the delegator, the
delegatee must be aware and repeat the

The pre-delegation commitment phase focuses on the commitment negotiation process.

constraints and conditions of the involved parties. the _ _ o _
delegation to happen, the constraints and conditionst From the Service Provider and Authorisation Auttysi
be expressed clearly and exchanged to both partiegrspective, the pre-delegation commitment is not
involved. As the delegation process in the papeudes Pparticularly important as they are not really inxed with
on user delegation, the delegator will have théaitty —the negotiation between the delegator and the dideg
upon the pre-delegation commitment negotiation \iith Post-delegation Commitment
delegatee.

. . After the delegatee receives the delegation aeserif
In the ?_'reCt tﬁeledga}tlont proc_elzlssr,] fron; thfe delergat(t) must check the validity and determine whether toept
perspective, the deiegator will have 1o locus oe hthe delegation (after accepting the pre-delegation

following tasks: commitment). Then the delegatee should have tHayabi



to invoke the necessary services from the Servideom the Authorisation Authority and Service Prarid
Provider using the delegated attributes. perspective, the only task they have to do is tifynthe

When the Service Provider receives requests froen tr(]jelegator about the request of the delegatee.

delegatee for a particular service using delegatethe delegatee then also may choose to inform the
attributes, the Service Provider can ask or dithe delegator that the delegation assertion was useithago
delegatee to the Authorisation Authority to confithe the delegator can finalise the process of keepaaktand
eligibility of the delegatee for the requested Bms. If  monitoring the delegation transaction. The delegatso

the Authorisation Authority grants the access, thaeeds to do some management tasks such as updating
delegatee now can enjoy the service from the Serviinformation related to the delegation.

Provider. It should be noted that the Authorisatio q o ion C . : di
Authority of the system, on behalf of the Servic%re an Post-Delegation Commitment in Indirect
Provider, makes the access control decisions. T eelegauon
delegation assertion is an authorisation for deéieganot In an indirect delegation chain, the situation hees
for granting access to services. more complicated with the involvement of interméelia
entities which act as brokers between the original

After these interactions, the involved parties need )
delegator and final delegatee.

perform the post-delegation activities which priityar
keep track of the activities and conditions setthg Figure 2 illustrates an indirect delegation whendtiple
involved parties in the pre-delegation commitmentielegations recursively happen to form a chain of
negotiation. A typical activity for post-delegationdelegations from the original delegator to the lfina
commitment is to update delegation information loé t delegatee via multiple intermediate entities whid,
involved parties, especially delegator and delegdte turn, act in the role of both delegator and delegat
maintain the consistency of the delegation status.

Naturally, the post-delegation commitment is quite

simple in comparison to the pre-delegation commitime

System S(1\)

=

System S(2)

Commitment
+

Delegation

Assertion
Delegator uQR) .
: . Commitment ™.,
Intermediate Entity . S ¢ S(n-1
Authorisation Delegation ys em S(n-1)
Aut'hority Assertion
5
Q
NS Commitment + Deleygation Assertion
U(n-1)
cgss Granted diate Entity
Resource

Access to

\_ Commitment ' (Final) Delegatee

Figure2: Anindirect delegation chain



In Figure 2, there am entities involved in the delegation5  Commitment Enforcement Framework
process. Except the first and the last entitiescivtdare
respectively the delegator and delegatee, all athséties . - g -
will act in both roles. For example, in the delégat enforC|r_1g the commitment of t_hu_e involved partl_esthe
chain, entity U(k) will accept some delegated peige dele_gatlon process. For simplicity, _onIy Qommltmemt
attributes from U(k-1) to be a delegatee. Entity)}Jin the involved parties in direct delegation will bisalissed.
turn, will transfer those privilege attributes tgki1) to _In this section, SAML W'".be used _as_the meansday
effectively be a delegator. The final delegatee) Ul information in the delegation negotiation procesaML

be the actual entity which asks for the delegafiiom the has be.ef‘_ seIt_—:‘cted _due to its expres;ivenesg and the
beginning compatibility with various standards and impleméntes

such as Shibboleth and Liberty Alliance.

This section provides a framework for expressing an

From the delegation commitment perspective, itligeq

difficult to define and keep track of the commithef 57  Delegation Commitment Assertion

the intermediate entities because in some casdb, bo ) ) o )
delegatee and delegator will not be able to get tHeelegation commitment assertion is the SAML asserti
information of intermediate entities of the delegat (Cantor et al. 2005) used in the commitment negotia
chain in advance. So, it is not feasible to defpre- Process. By way of example, the discussion will now

delegation commitment for these entities. Instead, centre upon SAML as means to exchange the delegatio
generic “forward and keep-track” post-delegatioffOmmitment assertion. However, SAML assertion is no

commitment should be enforced. designed to carry delegation commitment assertions
) ) - ~directly. So, the assertion is based on a basicotet
following tasks: and Wang et al. (Gomi et al. 2005; Wang et al. 2005

* Notify the previous delegatee after forwardinggased on vocabularies of SAML 2.0, Gomi et al. (Gom
the delegation assertion to the next delegatee ¥ al. 2005), Wang et al. (Wang et al. 2005) andt@a
the chain. (Cantor 2005) proposed a basic set of elementsafor

* Notify the original delegator so that the delegation assertion as follows:

delegator can keep track of the development of
the delegation chain.

-

SAML Delegation Commitment Assertion

Assertion|D MajorVersion
Issuelnstant MinorVersion

Issuer (Delegator)

c\ttribute Statement /Conditions

DelegatorID/DelegateelD NotBefore
DelegationID NotOnOrAfter
DelegatedAttributeName IsDelegatable
ServiceProvider DelegationDepth

ServiceProviderDescription
DelegationDescription

DelegationUsageQuote

Figure 3: A typical structure of a SAML delegation commitment assertion
(extended from Gomi et al. (Gomi et al. 2005) and Wang et al. (Wang et al. 2005))



» Issuer the issuer of the assertion which could b#&ot possess necessary privilegps @nd p2) The user;
now is the delegatee; will have to ask another ,user

« Signature the digital signature of the delegatordelegator, to delegate him/her some certain pgeile
attributes.

the delegator or delegatee
for integrity protection

the principal’'s name identifier

* Conditions the valid duration of the assertion

» DelegatorlD the delegator’s identity
» DelegateelDthe delegatee’s identity

delegation transaction.

uniquely for the whole delegation process

This value will
assigned by the initialised party (can be eith
delegatee or delegator) and will be maintaine

Subject principal’s information. This contains gigure 4 depicts the basic flow diagram for theaegt of

the pre-delegation commitment.

Delegatee Commitment

From the delegatee’s perspective, the delegatdéaib
» DelegationID the unique identifier of the to do the following steps:

be

e} Delegatee starts the delegation process by regrali
guest for delegation. This is just to inform tledegator

that the delegatee is asking for delegation.

+ IsDelegatable indicates whether the delegation2, The delegator will respond and ask for the commeint
assertion can be further delegatable. It will bef delegatee.

used for multiple delegations

delegation,

the SAML AttributeStatement field

. . 3. The delegatee now sends to the delegator arntiasse
This is just the basic set of elements. To suppog express the following information:

extended to combine delegation information such as

user’s privilege attributes (Gomi et al. 2005; Waatl.

2005).

Based on their designs, we extend and modify some
supporting
commitment negotiation process. Figure 3 depicts a

elements to achieve the purpose of

modified SAML assertion to perform delegation. The
AttributeStatement and Conditions are extended to

contain the following sub-elements and attributes:

» DelegatedAttributeName the name of the .

privilege attribute subjected to delegation
» DelegationDepth the maximum number

depth of delegation chain)

The task the delegatee wants to perform

The involved service provider

The necessary valid duration (how long for the
delegation to last)?

How many times the delegation assertion can be
used?

The proposed security context and/or access
control profile for the delegation transaction.
This is to allow the delegatee to suggest a
security context it is capable of using.

If possible, in some cases, the delegatee should
suggest the necessary privilege attributes.

of ; ;

- . . These factors form th@re-delegation commitment of
times which the assertion can be delegated (trbeelegateeThis assertion will be kept by the delegator for
tracking purposes later.

» DelegationUsageQuotethe maximum number

of times which the assertion can be used
* ServiceProvider the
delegatee wants to access

Delegator Commitment

resource  which the The delegator will consequently assess the request.

Assume that the delegator agrees to grant the seque

» ServiceProviderDescriptiarthe human readable

description for the above service
» DelegationDescription general
about the delegation transaction

4. The delegator now can issue an assertion which

The Conditions elements will be used to set thédirgl °

of the assertion.

5.2 Pre-Ddegation Commitment

This section proposes the new basic protocol téeseh .

the pre-delegation commitment of delegator

and

description contains the following information:

Valid duration

The number of times the delegation assertion
can be used. Security context of validation: for
example only valid for the service provider on

system S(1) or with service providers in the
federation F(1).

Require or not require confirmation upon

finishing the use of delegation assertion.

delegatee. For the sake of simplicity, it assurhes$ the These factors form there-delegation commitment of
authentication and authorisation mechanisms asn@yr delegator This assertion, a commitment assertion, will be
in place. Issues such as how delegation request®@a kept by the delegator for tracking purposes lagy.

initiated and validated, how identities of delegasamd

delegatee can be verified, etc. are out of scope.

issuing this assertion, the delegator is now resipte for

any verification requests related to this assertigthin

Assuming that there is a user who wants to accessiig valid duration.
resource R1 via ServiceProvider SP1 which he/sles do



System S(1) System S(2)
S N
o U 2 o
S LI;glle)gator Delegat(ee) S
< 1. Delegation Request

2. Request for commitment assertion

-t

>

3. Commitment assertion

4. Commitment assertion of delegator

B

5. Store the delegation information

>

6. Commitment ackowledged

y

v

Figure 4: Pre-delegation commitment exchanged between delegator and delegatee

5. Keep track of the use of delegation assertioputing
them into a tracking list. The list is the mappiog§
delegatee’s identity and DelegationID. This listlviie
stored personally by the delegator. A storage masha
will be defined by the delegator or the delegatgystem

authority personally to preserve the autonomy & th

federation.

6. The delegatee then has to confirm that it agré#s
this arrangement.

5.3 Pog-Delegation Commitment

After each service invocation, the involved partiesed
to complete the commitment by doing the work whigh
committed. In the post-delegation phase, the coment

is mostly the responsibility of delegatee because t
delegator only needs to monitor and keep trackhef t

progress by waiting for the feedback from the dateeg,
the Service Provider and the Authorisation Authorit

Figure 5 depicts the basic flow diagram for thecsgt of
the post-delegation commitment.

1. The Authorisation Authority needs to let theedgltor
know the delegated privilege attributes were uSdte
Authorisation Authority will send the delegator atie

* Request from delegatee
» Timestamp of the request

3. The delegatee needs to conduct the post-dedegati
commitment. However, due to the trust relationskith
delegator, it does not need to report back to etegaitor.

* Reduce the DelegationUsageQuote

4. The delegator needs to accept the confirmatiom f
both sides (service provider and authorisation it}
and store the confirmations for tracking purposes.

5. The delegator also needs to reduce the
DelegationUsageQuote by one or marks the delegation
assertion as expired if the quote reaches zero.

Due to the trust assumption in which delegateeas n
trusted by the delegator, there is no need fod#iegatee
to report back to the delegator. The delegator nelif on
the report from Authorisation Authority and Service
Provider for the tracking purpose.

6 Discussion and Future Work

In the models of Gomi et al. and Wang et al., datiegs
privileges are transferred from a delegator to ghiee in
accordance with the order of delegation assertiow f
(Gomi et al. 2005; Wang et al. 2005). The main

Service Provider the assertion with the followingyhilosophy behind both models is that the desigly on

information:

* Request from delegatee
e Timestamp of the request

2. The Service Provider needs to let the deledatomw
that the delegated privilege attributes were usHue
Service Provider will send the delegator the assert
with the following information:

creates the environment (framework) for users to
communicate and perform delegation. The rest (si&ch
how to verify the assertion, how to use the asseretc.)

is merely up to the involved parties. So, it wouldd
difficult to say whether the model supports gramt o
transfer delegation.



System S(1) System S(2) Service Authorisation

Provide ' Authority '
S
x|u() u(2) E E
Delegator Delegatee
-
1. Delegation Usage
- - Notification from
3. Reduce 2. Delegation Usage Authorisation Authority
DelegationUsageQuote by one Notification from

Service Provider

4. Accept and store
both confirmations

5. Reduce the DelegationUsgaeQuote
by one or mark the delegation
assertion as expired

y v \J \J

Figure5: Post-delegation commitment exchanges between involved parties

In general, this is a good delegation mechanisrit s Paper only looks at direct delegation between the
quite clear and simple in terms of administratisn. involved parties. So, this paper does not suffitjen
allows the federation to keep track and trace bak address_ the.neces.sary commitment in case _of idirec
delegation transaction and so be able to maintain dglegation with the involvement of multiple partieshe
precise authorisation state of user at a given .timgelegation process. In case of indirect delegatioe,
However, it lacks the capability to check for thecommitment of the intermediate parties maybe vane_d
constraints and resolve the conflicts between céety This makes the task of keeping track of their
privilege attributes and between the delegatedilpges Commitments very complicated. When the number of
with the involved policies. The models also ignoted intermediate parties grows large, the protocol will
delegatee’s role constraint and conflict resolutisnthey Pecome too complex with a lot of delegation assestito

do not mention about how the delegated privilegB® exchanged. So there is also an issue of homimve
attributes will be fitted into the current privilegttribute the simplicity and clarification of the mechanisithe

set of the delegatee. The model also ignored theeisf ability of keeping track of commitment can alsodea
commitment of involve parties. the investigation of the issue of trust of accesgrol via

) ) ) delegation. In addition, the future works will alegtend
By addressing the commitment issue, the protoc@he security context and consider the commitment of
expressed in this paper can be considered as ansex other involved parties such as delegation authority
to these models. In fact, the mechanism is a moNgo gentity provider and authentication and authoiisat
and checking approach. The mechanism provides meafighority. Role constraint and conflict resolutitor the

to monitor and keep track the delegation proces® T delegation process will also form an important mérthe
tracking information can be used later for trustytyre work.

assessment or making revocation when necessarg, Thu
the mechanism can be considereq as a cqmplemqnt Conclusion
module to provide a more conservative protectioarem
manageable delegation process in federated sysfmas. This paper discusses the initial concept of delegat
mechanism also preserves room for future improvéme@ommitment and proposes a simple scheme to monitor
with the consideration of security context sugggdty and keep track of the commitment of the involvedipa
the delegatee. However, in this model, we have n@then requesting delegation assertion for a pagidalsk.
discussed thoroughly the roles and commitments dihis paper introduces a mechanism to help parties
Authorisation Authority and Service Provider. Theep involved in the delegation process to express camenit
delegation commitment which contains some delegaticconstraints, perform the commitments and track the
conditions and constraints of Authorisation Authpeand committed actions. The mechanism looks at two wffe
Service Provider is an interesting and importaqteas aspects: pre-delegation commitment and post-detegat
which needs to be addressed. Our mechanism alg@mmitment. In pre-delegation commitment, the
ignores the issues of delegatee’s role constraimt amechanism enables the involved parties to expriess t
conflict resolution and considers it as part ofifatwork. ~ delegation constraints and address those consirdihe

. . o . post-delegation commitment phase enables thosegart
In addition, for simplicity, the |nd|rept delegaplos not 15 inform the delegator and service providers atrmw
thoroughly analysed. The mechanism detailed in thife commitments are conducted. The mechanismastilis
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